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APPLICATION TO FILE AMICUS BRIEF

The Retail Litigation Center, Inc. (the “RLC”) respectfully requests
this Court to accept the attached amicus curiae brief in support of Petitioner
Variety Media, LLC, pursuant to California Rules of Court, rule 8.200(c).

The RLC is a 501(c)(6) nonprofit trade association that represents
national and regional retailers, including many of the country’s largest and
most innovative retailers, across a breadth of retail verticals. The RLC is the
only trade organization solely dedicated to representing the retail industry in
the courts. The RLC’s members employ millions of people throughout the
United States, provide goods and services to tens of millions more, and
account for tens of billions of dollars in annual sales. The RLC offers retail
industry perspectives to courts on important legal issues and highlights the
industry-wide consequences of significant cases. Since its founding in 2010,
the RLC has filed more than 250 amicus briefs on issues of importance to the
retail industry. Its amicus briefs have been helpful to courts throughout the
United States, as evidenced by citation to RLC amicus briefs in numerous
precedential opinions. See, e.g., South Dakota v. Wayfair, Inc., 585 U.S. 162,
184 (2018); Kirtsaeng v. John Wiley & Sons, Inc., 568 U.S. 519, 542 (2013);
Chewy, Inc. v. U.S. Dep t of Lab., 69 F.4th 773, 777-78 (11th Cir. 2023); State
v. Welch, 595 S.W.3d 615, 630 (Tenn. 2020).

Many of the RLC’s members—and hundreds of other large and small

businesses—have been named in lawsuits alleging violations of Penal Code



§ 630 et seq., known as the California Invasion of Privacy Act (“CIPA”), for
the use of common online website maintenance and business tools on their
websites. Many more have received demand letters insisting on settlement
payments if the member wanted to avoid the cost of defending a class action
lawsuit based on novel legal theories. The RLC’s members have a substantial
interest in the outcome of actions, like this one, that make such allegations.
The RLC’s amicus curiae brief offers the Court useful context on the
wave of CIPA litigation in California courts, and even more pre-suit demand
letters, arising from alleged online data collection. As discussed further in the
attached brief, the California Legislature never intended CIPA to serve that
purpose, yet retailers of all sizes face these CIPA claims every day. The RLC
is well positioned to describe the burden that these CIPA actions place on
retailers and the corresponding need for close scrutiny of CIPA complaints.
“Amici curiae, literally ‘friends of the court,” perform a valuable role
for the judiciary precisely because they are nonparties who often have a
different perspective from the principal litigants.” Connerly v. State Pers.
Bd., 37 Cal. 4th 1169, 1177 (2006). “Amicus curiae presentations assist the
court by broadening its perspective on the issues raised by the parties. Among
other services, they facilitate informed judicial consideration of a wide
variety of information and points of view that may bear on important legal
questions.” Bily v. Arthur Young & Co., 3 Cal. 4th 370, 405, (1992), as

modified (Nov. 12, 1992).



This Court should grant the RLC leave to participate as amicus in light
of its significant interests in the outcome of this litigation, the unique
perspective that it can provide, and the potential ramifications for online
retailers nationwide.

CONCLUSION
The RLC respectfully requests that the Court grant this Application

and accept and consider its attached brief.

DATED: April 8, 2026 BLANK ROME LLP

By: /s/Ana Tagvoryan

Ana Tagvoryan

Attorneys for Amicus Curiae,
The Retail Litigation Center, Inc.
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INTRODUCTION

This case is one of thousands of lawsuits proliferating in California
state and federal courts attacking the routine online data collection practices
of businesses operating consumer-facing websites. These lawsuits have
weaponized Section 638.51 of the Penal Code—a criminal statute enacted to
regulate law enforcement’s use of telephonic pen registers—to seek tens of
millions of dollars in statutory civil damages from businesses engaging in
necessary website operations, including the collection of IP addresses and
similar device data that is ancillary to the basic functionality of a website.
The threat and risk of such statutory liability has provided additional
ammunition for private claimants to demand tens of thousands of dollars in
pre-suit settlements without any showing of actual harm.

Section 638.51 was enacted via a 2015 amendment to the California
Invasion of Privacy Act (“CIPA”), a 1967 statute designed to combat the use
of wiretaps to eavesdrop on private communications. Even though internet
use was widespread in 2015, Section 638.51 does not mention or reference
the internet at all, but rather solely addresses invasive surveillance techniques
used on telephone calls.

As set forth below, CIPA’s statutory text, structure, and legislative
history confirm that Section 638.51 was enacted to regulate law enforcement
procurement of telephonic pen registers—not routine website data collection.

The Legislature’s subsequent enactment of the California Consumer Privacy
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Act (“CCPA”) as a carefully calibrated framework for online data practices
further confirms this interpretation of Section 638.51.

Applying Section 638.51 to business websites would run afoul of the
required narrow construction of criminal statutes, raise serious constitutional
concerns, and make it practically impossible for national retailers to comply
with—all while devastating e-commerce. Indeed, if the Appellee’s
interpretation of Section 638.51 prevails, virtually every website operator in
California would face potential civil and criminal liability for standard
internet practices.

Put simply, with over 2.7 million online stores operating in the United
States and close to 25% of retail transactions occurring online, this issue is
far-reaching and important.! This Court should hold that Section 638.51 does
not apply to routine, non-telephonic online browser data collection.

ARGUMENT

1. THE FLOOD OF LITIGATION AND PRE-SUIT DEMANDS
HARMS BUSINESSES AND THREATENS NATIONAL E-
COMMERCE.

A. Non-Binding Federal Court Case Law and the California
Trial Court Split Have Opened the Floodgates of Pen
Register Litigation

The misapplication of Section 638.50 et seq. to the internet has turned

a narrow law enforcement tool into a powerful weapon for private class-

! https://www.clearlypayments.com/blog/how-many-online-stores-are-in-
the-usa-in-2025/ (last visited on April 8, 2026).
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action litigation. (See Declaration of Ana Tagvoryan (“Tagvoryan Decl.”),
Exh. 5, passim.) Trial court rulings have triggered a massive wave of lawsuits
because almost every modern website uses (and must use) some form of
tracking to obtain the information it needs to establish a connection with a
user’s browser and deliver the requested website content.? Specifically, under
the early line of cases, including Moody v. C2 Educational Systems, Inc., 742
F. Supp. 3d 1072, 1076 (C.D. Cal. 2024), any website operator using these
tools without a court order—or prior affirmative consent to the extent the
website operator can be deemed an electronic communications service
provider—could be in violation of the law. This onerous reading of the statute
imposes disproportionate burdens on a company’s right to do business in
California through the internet, particularly where the circumstances usually
involve a willing customer who voluntarily visits its website to browse its
products, and particularly with respect to retail websites, which generally do
not involve any sensitive information or content.

To be sure, this wave of legal claims is driven by a small number of

repeat plaintiffs’ firms filing copy-and-paste complaints, many of which

2 A consumer’s IP address is exchanged with the web server hosting the
website before the consumer can access the website’s contents. The exchange
of an IP address is essential for a website to operate, and it is always
exchanged when a visitor visits a website. See Columbia Pictures Indus. v.
Bunnell, 2007 WL 2080419 at *11 (C.D. Cal 2007) (discussing federal Pen
Register Statute, 18 U.S.C. §§ 3121-27). Without access to a user’s IP
address, a website operator cannot identify where to send the data and a user
likewise cannot connect to the website.

11



name serial plaintiffs who admit that they are “testers.” (See e.g., Byars v.
Hot Topic, Inc., 656 F. Supp. 3d 1051, 1059 (C.D. Cal. 2023) (finding
plaintiff and her counsel to be “serial litigants bringing numerous ‘cookie
cutter’ lawsuits under CIPA against various businesses that operate
websites”.) The affected defendants in CIPA litigation include virtually any
company operating a website that implements routine online data collection
practices, ranging from media and technology companies to retailers,
including the Retail Litigation Center, Inc. (“RLC”) members.

The scale of this litigation since the application of CIPA to the internet
is staggering. From 2022 through April 2025, plaintiffs alleged CIPA
violations against “over 1,500 businesses’ and “sent thousands more demand
letters.” (Request for Judicial Notice (“RJN”), Exh. 3 at 10, 12.) “About 40%
of [CIPA] lawsuits are against retailers.” (RJN, Exh. 4 at 8.) “These abusive
lawsuits do nothing to help consumer privacy. They use the same ‘test
plaintiffs’ repeatedly — 60, 70, 80, or even 100+ times.” (/d.) From 2023 to
the present, plaintiffs have filed 1,981 cases in California trial courts and 247
cases in California federal courts alleging violations of Section 638.51 alone,
with over one hundred of those cases initiated against retailers. (Tagvoryan
Decl., Exh. 5.) Overall, five firms have filed the vast majority of the CIPA
cases since January 2024.

The split among California trial courts on whether Section 638.51

applies to online data collection has further amplified the volume of
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litigation. (Compare RIN, Exh. 6 (Licea v. Hickory Farms LLC, No.
23STCV25591 (L.A. Super. Ct. Mar. 13, 2024) (sustaining demurrer and
finding Section 638.51 does not apply to internet based communications)),
with RIN, Exh. 7 (Levings v. Choice Hotels Intern Inc., No. 23STCV28625
(L.A. Super. Ct. Apr. 2, 2024) (overruling demurrer and finding plaintiff
stated a cause of action under Section 638.51).) Both Licea and Levings were
filed by the same plaintiffs’ attorney in the same courthouse within a month
of each other, yet reached opposite results. By way of another example, a
plaintiff by the name of Miltita Casillas has filed 99 lawsuits alleging
violations of Section 638.51 since August 2023. (See Tagvoryan Decl., Exh.
5 at 7, 41-43.) Thirteen of these lawsuits were challenged at the pleading
stage, with two courts sustaining demurrers without leave to amend while the
remaining eleven lawsuits were allowed to proceed on the same theories.
These inconsistencies also lead to forum-shopping.

The Legislature itself views this litigation wave as abusive. At an
April 29, 2025 hearing on S.B. 690, which proposes to add a business
exception to various sections of CIPA, including Section 638.51, California
Representative Anna Caballero explained: “[T]hese abusive lawsuits do
nothing to help consumer privacy. All they want is money; they’re not asking
for it to be fixed. I’ve heard directly from many businesses small, medium,
and large who have received a shakedown demand letter and opted to settle

rather than litigate . . . . Smaller businesses have settled cases for $10,000 to
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$50,000 to make the case go away.” Hrg. on S.B. 690 Before the Cal. Sen.
Pub. Safety Comm. (Apr. 29, 2025)3 (statement of Rep. Caballero). Senator
Kelly Seyarto echoed that sentiment: “They’re not suing to fix it, they’re just
suing one after another . . . for millions and millions of dollars so that people
can make money on that side . . . . They’re sick and tired of watching their
smaller businesses fail because [of] these types of suits.” Id. (statement of
Sen. Seyarto).* When lawmakers on both sides of the aisle identify CIPA suits
as “abusive” and “shakedown” litigation that does “nothing to help consumer
privacy,” this Court should take note.

B. The Shakedown Demands and Compliance Challenges
Raise Costs and Threaten Efficient E-Commerce.

Even when Section 638.51 claims do not ultimately result in liability,
they impose onerous costs on businesses forced to defend against class-
action litigation and respond to demand letters. The costs of CIPA defense
are not trivial: businesses must retain counsel, conduct discovery, and litigate
complex motions—often across multiple simultaneous cases—even where
the underlying claims fail to allege any facts specific to the named Plaintiff
or the harm suffered. CIPA’s per-violation statutory penalty of $5,000—

multiplied by the size of a plaintiff class—creates enormous settlement

3 https://www.senate.ca.gov/media-archive (beginning at 6:52:52) (last
visited on April 8, 2026).
4 https://www.senate.ca.gov/media-archive (beginning at 7:16:44) (last
visited on April 8, 2026).
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pressure regardless of the merits or actual harm, as even a small probability
of an adverse judgment can result in exposure of tens or hundreds of millions
of dollars.

In efforts to comply with Section 638.51, as interpreted by the
plaintiffs, a national retailer operating a website could potentially disable
standard data collection for a/l consumers visiting its website nationwide.
However, this would not only cripple interstate commerce but also impose
California’s regulatory regime on the entire country in violation of the
principles underlying the dormant commerce clause, as discussed in Part 4.C,
infra. Realizing these challenges and the impact such change would have on
online business operations, the plaintiffs have perceived leverage to extort
settlement monies from businesses in excess of the statutory damages
amounts. At the same time, the defendants must decide whether to pay the
ransom or spend multiples of that amount litigating a legal issue that has been
inconsistently applied across the various courts in California. This additional
cost of doing business in California can flow down to the consumer by way
of increased prices or low supplies, both an unfortunate and unintended
consequence of the broad and unworkable interpretation of a criminal statute.
Moreover, the resources diverted to defending these suits are resources that
could otherwise be invested in improving consumer experiences,

strengthening data security, and growing California’s economy.
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2. THE STATUTORY TEXT, STRUCTURE, AND LEGISLATIVE
HISTORY DEMONSTRATE THAT SECTION 638.51 DOES NOT
APPLY TO WEBSITE DATA COLLECTION

The plain text of Section 638.51 and the statutory definitions of “pen
register” and “trap and trace device” in Section 638.50 must be interpreted
by its plain terms and construed within the broader statutory context. In re
H.W., 6 Cal. 5th 1068, 1073 (2019). The statutory text and structure of CIPA
demonstrate that Section 638.51 does not apply to routine online data
collection by websites. But, to the extent the statute is ambiguous, the
legislative history confirms its narrow scope. Pac. Gas & Elec. Co. v.
Superior Ct., 10 Cal. App. 5th 563, 570 (2017), as modified on denial of
reh’g (Apr. 20, 2017) (“When the statutory text is ambiguous, or it otherwise
fails to resolve the question of its intended meaning, courts look to the
statute’s legislative history and the historical circumstances behind its
enactment.”).

The definitions for “pen register” and “trap and trace device” are
found in Section 638.50. These definitions use specific technical
terminology—often referred to as DRAS (Dialing, Routing, Addressing, or
Signaling) information—that historically and linguistically aligns with
telephonic surveillance. The code establishes a “telephonic” framework by
distinguishing these tools from wiretaps, which capture contents of
communications. Cal. Penal Code §§ 638.50, 631(a). While these definitions

have been expanded incorrectly by courts to include internet “processes”
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(like software tracking),” the inclusion of terms like “dialing” and
“originating number” ensures the definitions drive the primary legal
mechanism for law enforcement to obtain a court order for telephone use
surveillance. Cal. Penal Code § 638.50.

That is, under Section 638.51, law enforcement must generally obtain
a court order to use these “pen-trap” techniques, as they are considered a
form of search even if they do not capture the actual “content” of the
conversation. See, e.g., Cal. Penal Code § 638.52. Section 638.51 provides
that “a person may not install or use a pen register or a trap and trace device
without first obtaining a court order pursuant to Section 638.52 or 638.53.”
Cal. Penal Code § 638.51. In turn, Section 638.52 requires that a court order
authorizing a trap and trace device shall specify a specific telephone line:

(1)  The identity, if known, of the person to whom is leased

or in whose name is listed the telephone line to which the pen

register or trap and trace device is to be attached . . . .

(3)  The number and, if known, physical location of the

telephone line to which the pen register or trap and trace device
is to be attached . . . .

> In July 2024, the U.S. District Court for the Central District of California
held that website tracking pixels and software could legally qualify as “pen
registers” or “trap and trace devices” under California Penal Code § 638.51,
relying on a broad interpretation of a “device or process” in the definition of
“pen register,” and finding that the collection of IP addresses, device
characteristics, and “fingerprinting” data constitutes “dialing, routing,
addressing, or signaling information” (DRAS) as defined by the statute.
Moody, supra, 742 F. Supp. 3d at 1076. Because this data helps identify the
source of a communication without recording its actual content, plaintiffs
argue it fits the technical definition of a pen register.
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Cal. Penal Code §§ 638.52(d)(1), (3) (emphases added). A website operator
cannot designate a telephone line or physical location of a telephone line in
relation to website tools that involve neither telephone numbers nor
telephone lines. Section 638.52(c) likewise limits disclosure of information
acquired to telephones: trap and trace devices or processes ““shall not include
any information that may disclose the physical location of the subscriber,
except to the extent that the location may be determined from the telephone
number.” Cal. Penal Code § 638.52(c) (emphasis added).

Section 638.51’s compliance provisions were plainly designed for
targeted law enforcement surveillance. Website tracking technologies like
pixels operate agnostically and without regard to any particular individual
being tracked. This structural mismatch between the statute’s design and the
nature of internet software supports the conclusion that the legislature did not
contemplate applying § 638.51 to such technologies. The Legislature’s
repeated and exclusive references to telephone lines and telephones
throughout these provisions demonstrate its application to telephone
communications, only.

The legislative history confirms this reading. The Legislature enacted
Sections 638.50—638.53 to resolve a conflict between state and federal law
over law enforcement activities. The federal Pen Register Act authorized
state law enforcement to obtain an emergency pen register order only if

authorized by a state statute, but no such statute previously existed in
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California. (See RIN, Exh. 1 at 10.) The pen register provisions under
Sections 638.50-638.53 were enacted to remedy this conflict and “explicitly
authorize[d] state and local law enforcement officers to use pen register and
trap and trace devices, including during emergency situations.” (RJN, Exh. 2
at 6.) There is no support for the contention that the Legislature intended
Section 638.51 to apply to ordinary website operators, let alone commercial
retailers who rely on e-commerce to conduct their business. Appellee’s
extension of the federal statute’s application to the internet is misplaced
insofar as California’s pen register provisions were enacted in 2015 and were
drafted in consultation with various law enforcement departments to address
concerns about the use of devices on telephone lines. The legislative history
makes no mention of internet communications specifically, even though the
internet was well-established by 2015. This stands in contrast to other CIPA
provisions such as § 632.01 (enacted in 2016), which explicitly references
“Internet Web sites and social media.” Cal. Penal Code § 632.01. The
legislature’s deliberate choice to include internet-specific language in some
CIPA provisions but omit it from the pen register and trap-and-trace sections
strongly suggests that those provisions were not intended to reach internet
technologies. When the Legislature has wished to regulate online privacy, it

has done so expressly.
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3. THE CCPA’S PENALTY FRAMEWORK CONFIRMS SECTION
638.51 WAS NOT INTENDED TO REGULATE ONLINE DATA
COLLECTION

The Legislature’s treatment of online data practices in the CCPA—
enacted just three years after Section 638.51—provides powerful evidence
that CIPA was never intended to regulate website data collection. A
comparison of the two statutes’ penalty structures underscores the point.

The CCPA created a comprehensive regulatory framework specifically
and expressly directed at the collection and sharing of personal information
online including IP addresses, geolocation data, and internet activity
information. California Privacy Protection Agency v. Superior Court, 99
Cal. App. 5th 705, 712-714 (2024); Cal. Civ. Code § 1798.140, et seq. The
CCPA adopted an opt-out model, permitting data collection subject to notice
and the consumer’s right to direct businesses not to sell or share personal
information, with a maximum civil penalty of $750 per consumer only where
there is a data breach resulting from a failure to implement reasonable
safeguards. Cal. Civ. Code §§ 1798.120, 1798.135, 1798.150. All other
violations are limited to Attorney General enforcement. Cal. Civ. Code §§
1798.155, 1798.199.90.

By contrast, CIPA provides for statutory damages of $5,000 per
violation under Penal Code Section 637.2, assessed on a per-class-member,
per-violation basis, even absent actual damages. As Judge Bybee observed

in his concurrence in Gutierrez v. Converse, “[i]n a [putative] class action
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like this one, the difference in total recovery (and attorneys’ fees) could be
millions of dollars.” 2025 WL 1895315 (9th Cir. July 9, 2025) (discussing
CIPA and the CCPA). And courts have long recognized that statutes
imposing substantial penalties should be construed narrowly. See Hale v.
Morgan, 22 Cal. 3d 388, 405 (1978) (“Because the statute is penal, we adopt
the narrowest construction of its penalty clause to which it is reasonably
susceptible in the light of its legislative purpose.”); Part 4.A, infra. This more
than sixfold disparity is not an accident—it reflects the fact that CIPA was
designed to punish serious criminal invasions of privacy such as
unauthorized telephonic surveillance, whereas the CCPA was calibrated to
the realities of online commerce and data collection, with an opt-out rather
than opt-in approach for obtaining consent. See, e.g., California Attorney
General Press Release, January 27, 2026.6

The Appellee’s interpretation and lower court rulings regarding the
defense of consent under Section 638.51, however, signal that simply having
a privacy policy is likely insufficient. To avoid liability, companies are now

being forced to implement “hard” consent mechanisms (like explicit opt-in

6 https://oag.ca.gov/news/press-releases/data-privacy-day-attorney-general-
bonta-focuses-surveillance-pricing-compliance (last visited on April 8,
2026).
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cookie banners) before any tracking scripts fire, a practice inconsistent with
the CCPA’s scheme.’

The explosion of CIPA litigation targeting standard online data
collection practices is driven not by genuine privacy concerns—as most
tracking technologies can be disabled by the user’s browser preferences and
the CCPA already provides a remedy for those—but by the dramatically
higher per-violation penalties available under CIPA. These statutory
damages create powerful financial incentives for plaintiffs to characterize
routine online data collection as a CIPA violation rather than pursuing the
remedies the Legislature actually intended for such conduct under the CCPA
if and when there is actual harm by way of a data breach. See Gutierrez, 2025
WL 1895315. This Court should not permit plaintiffs to circumvent the
Legislature’s deliberately calibrated penalty structure for online privacy by
repurposing a criminal statute that was never intended to reach the internet.

4. THE STATUTORY TEXT AND STRUCTURE SHOULD BE
INTERPRETED NARROWLY AND IN A MANNER THAT DOES
NOT PRODUCE ILLOGICAL OR UNCONSTITUTIONAL
RESULTS

As discussed below, the statutory scheme of Section 638.51—with its

peace-officer requirement, telephonic court-order provisions, and ambiguous

7 The modern laws adopt an opt-out framework and emphasize transparency
through privacy notices and cookie banners, whereas treating internet
tracking tools as pen registers under CIPA would effectively impose an opt-
in requirement backed by criminal penalties.
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consent exception—makes compliance practically impossible for retailers
and other commercial website operators under the Respondent Court’s
interpretation. This impossibility is not an oversight; it is confirmation that
the statute was never intended to apply to website data collection. Retailers
and businesses should not be subjected to criminal and civil liability under a
statute whose compliance mechanisms they cannot access.

A. As a Criminal Statute, Section 638.51 Must Be Narrowly

Interpreted and Any Ambiguity Resolved Under the Rule
of Lenity

Although CIPA is most frequently invoked in the civil context, the
interpretive principles applicable to criminal statutes govern because judicial
construction of Section 638.51 applies equally whether the statute is enforced
through criminal prosecution or civil suit. See Doe v. Eating Recovery Ctr.
LLC, 806 F. Supp. 3d 1109, 1112 (N.D. Cal. 2025) (“CIPA is a criminal
statute. When courts are called upon to interpret ambiguous criminal statutes
in California, the rule of lenity applies—even when the statute is being
invoked in a civil action”) (citing Harrott v. County of Kings, 25 Cal. 4th
1138, 1154, (2001)). As set forth above, the text and legislative history of
Section 638.51 make clear that it does not apply to website data collection,
and there is no ambiguity to resolve.

However, to the extent this Court identifies any ambiguity, the rule of
lenity requires that it be resolved in favor of the defendant. People v.
Reynoza, 15 Cal. 5th 982, 1013 (2024); see Doe v. Eating Recovery Ctr. LLC,
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806 F. Supp.3d 1109, 1112 (N.D. Cal. 2025) (applying rule to interpret CIPA
narrowly (and reasonably) to hold that conduct at issue did not fall within
scope of CIPA Section 631(a)). Under the rule of lenity, “ambiguity in a
criminal statute should be resolved in favor of lenity, giving the defendant
the benefit of every reasonable doubt on questions of interpretation.” See
Reynoza, 15 Cal. 5th at 1013 (2024); People v. Reyes, 56 Cal. App. 5th 972,
989 (2020).

B. Applying the Statute in the Way Respondent Argues Would
Produce Illogical and Inoperable Results

Like all statutes, CIPA should be interpreted in a manner that avoids
inoperative or illogical results. See In re Lance W., 37 Cal. 3d 873, 890
(1985) (““A statute should be construed so that effect is given to all its
provisions, so that no part will be inoperative or superfluous, void or
insignificant.”); People v. Arias, 45 Cal. 4th 169, 177 (2008) (*“if a statute is
amenable to two alternative interpretations, the one that leads to the more
reasonable result will be followed.” ) (citations and quotations omitted),
People v. Johnson, 234 Cal. App. 4th 1432, 1449 (2015) (California courts
“do not interpret statutes in a manner that results in illogical results, or results
that would be clearly contrary to the Legislature’s intent.”).

It is true that Section 638.51 contains a carve-out allowing a “provider
of electronic or wire communication service” to use a pen register or trap and

trace device if “the consent of the user of that service has been obtained.”
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Cal. Penal Code § 638.51(b). However, it is legally unclear whether
commercial retailers constitute “providers of electronic or wire
communication services.” Courts are split on this question, leaving retailers
in an untenable bind: they face liability under Section 638.51 for operating
websites, yet may not even qualify for the statute’s consent exception. See
Mirmalek v. Los Angeles Times Communications LLC, No. 24-CV-01797-
CRB, 2024 WL 5102709, at *5 (N.D. Cal. Dec. 12, 2024) (unpublished)
(holding at motion to dismiss that defendant “failed [to] establish that it is a
provider of [an] electronic or wire communication service™); Casillas v.
Cypress Ins. Co., 770 Fed. App’x 329, 330-31 (9th Cir. 2019) (unpublished)
(similar federal exemption applicable only to websites facilitating direct user
communications). If retailers do not qualify as “providers” of a
“communication service” under the statute, then they have no statutory
defenses or the mechanism to obtain consent—which is precisely why
Section 638.51 was never intended to apply to them. See Cal. Penal Code §
638.51(b).

Moreover, Section 638.51 requires a person to obtain a court order
pursuant to Sections 638.52 and 638.53 prior to using a pen register or trap
and trace device. Cal. Penal Code § 638.51(a). But, Sections 638.52 and
638.53 make clear that only a “peace officer” may obtain the appropriate
court order. See Penal Code §§ 638.52(a) & 638.53(a). In applying for such

an order, the peace officer must “certify that the information likely to be
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obtained is relevant to an ongoing investigation.” Cal. Penal Code §
638.52(a). A retailer is not a peace officer, cannot certify that a consumer
visiting its website is relevant to a criminal investigation, and therefore has
no path to obtaining a court order. In practical terms, the Appellee’s
interpretation would require a peace officer to obtain a court order for every
retailer to operate a website—an absurd result that confirms Section 638.51
was never designed to apply to commercial website operations.

Next, Section 638.52 requires a court order authorizing a trap and
trace device to indicate a specific telephone line. Cal. Penal Code
§§ 638.52(d)(1) (“The identity, if known, of the person . . . in whose name is
listed the telephone line to which the pen register or trap and trace device is
to be attached . . . .”), 638.52(d)(3) (“The number and, if known, physical
location of the telephone line . . . .”) & 638.52(c) (physical location of a
subscriber determined from a telephone number may be disclosed). It is
impossible for a website provider to designate a telephone line or physical
location of a telephone line in relation to website tools that do not involve
telephone numbers or telephone lines.

Lastly, national retailers operate unified websites accessible to
consumers in every state. Unlike a brick-and-mortar store with a fixed
physical location, a website does not have borders. See, e.g., Hageseth v.
Superior Ct., 150 Cal. App. 4th 1399, 1421 (2007) (“it is claimed that

governmental efforts to map local regulation and physical boundaries into
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Cyberspace are sure to prove quixotic . . . .”) (citation and quotations
omitted). A retailer cannot practically segment its website’s data collection
functionality on a state-by-state basis because the internet’s architecture does
not permit it to do so. While IP addresses may indicate a user’s location, the
irony is that a website operator must first capture the IP address in order to
decipher a location—the very act of which trial courts have found
objectionable. Moreover, even an IP address does not reliably indicate nor
correspond to a user’s physical location. See United States v. Kvashuk, 29
F.4th 1077, 1084 (9th Cir. 2022) (“When an internet user connects to a
website via a VPN, it will appear to the website (which may be recording the
user’s IP address) that the user is connecting via the VPN’s IP address rather
than the IP address of the device where the user is located.”); Cobbler
Nevada, LLC v. Gonzales, 901 F.3d 1142, 1146 (9th Cir. 2018) (“[M]ultiple
devices can access the internet under the same IP address.”).

Indeed, users frequently access websites through VPNs, which route
internet traffic through servers in different states or countries, masking or
altering the user’s apparent geographic location. See United States, supra, 29
F.4th at 1084 . Because IP addresses and apparent locations are portable and
mutable, a national retailer cannot reliably determine whether any given
website visitor is a California resident or is physically present in California

at the time of the visit. This makes it practically impossible for national
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retailers to apply Section 638.51’s requirements solely to California website
users.

Interpreting Section 638.51 to encompass routine website data
collection would have the effect of grinding e-commerce to a halt or
imposing strict criminal liability on virtually every website operator in
California for routine data practices. Several trial courts have recognized this
concern and sustained demurrers to Section 638.51 claims on this very basis.
(See RIN, Exhs. 6, 8, 9.)

C. When One Interpretation of a Statute Would Risk an

Unconstitutional Interpretation, Courts Should Interpret
the Statute Constitutionally

It is a well-established canon of statutory construction that “a statute
is to be construed whenever possible so as to preserve its constitutionality.”
Walnut Creek Manor v. Fair Emp. & Hous. Com., 54 Cal. 3d 245, 271, 814
P.2d 704, 720 (1991). Here, construing CIPA Section 638.51 to apply to
website technologies raises at least two key constitutional concerns.

First, as a criminal statute, CIPA cannot be interpreted so broadly that
purported violators lack notice of the conduct that gives rise to liability. See
People v. Morera-Munoz, 5 Cal. App. 5th 838, 856 (2016) (“If a criminal
statute is not sufficiently certain and definite, it is unconstitutionally vague
and therefore void . . . .”). A statute is void for vagueness when it “fails to
provide a person of ordinary intelligence fair notice of what is prohibited or
is so standardless that it invites arbitrary enforcement.” Johnson v. United
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States, 576 U.S. 591, 595 (2015). Here, Section 638.51 refers exclusively to
“pen registers” and “trap and trace devices”—terms defined with reference
to telephone lines—and says nothing about websites, IP addresses, cookies,
or any other online technology. Nor would a retailer deem itself an electronic
communication service provider in the traditional sense or believe it must ask
a customer for consent to provide it with the very content the customer
expects when visiting the website in the first instance. A reasonable retailer
reading this statute would have no basis to conclude that it criminalizes
routine website data collection in business operations. If Section 638.51 does
apply to such conduct, it fails to provide fair notice of that fact, rendering it
unconstitutionally vague as applied.

Second, Section 638.51 raises substantial concerns under the dormant
commerce clause of the United States Constitution, which prohibits state
laws that have the practical effect of controlling commerce outside the state’s
borders. See Healy v. The Beer Institute, 491 U.S. 324, 336 (1989). Because
a national retailer operating online cannot limit its data collection practices
to California visitors alone—given the portability of IP addresses, the
prevalence of VPNs, and the fundamental architecture of the internet—
extending Section 638.51 to online data collection would effectively compel
retailers to conform their nationwide website operations to California’s
requirements. This is precisely the type of extraterritorial regulation the

dormant commerce clause prohibits. See, e.g, Defense Distributed v. Platkin,
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697 F.Supp.3d 241 (2023) (discussing impermissible extraterritorial
regulation under the dormant commerce clause and distinguishing such cases
from voluntary business decisions to implement uniform practices where
geographic targeting remains technically feasible).

CONCLUSION

For the foregoing reasons, this Court should grant the petition for writ
of mandate, hold that Penal Code Section 638.51 does not apply to routine,
non-telephonic online data collection by commercial websites, and direct the
Respondent Court to sustain Variety’s demurrer. Section 638.51’s text,
structure, and legislative history are unambiguous: it regulates law
enforcement use of telephonic pen registers, not the routine operation of
commercial websites. Allowing the Respondent Court’s and Appellee’s
contrary interpretations to stand would expose thousands of California
businesses to criminal and civil liability for conduct the Legislature never
intended to prohibit, while undermining the carefully calibrated framework

the Legislature actually designed for online data practices.
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