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(Assigned to the Hon. Wayne E. Yehling)

The Retail Litigation Center, Inc. (“RLC”) hereby requests leave of Court to file a

brief as amicus curiae in the form attached hereto as Exhibit A, in support of Defendant

H&M Fashion, USA, Inc.’s (“H&M”) Motion to Dismiss, filed on August 9, 2024, in the

above-captioned litigation. The RLC has read the relevant motions and pleadings filed in

this action. This Motion is supported by the following Memorandum of Points and

Authorities.



mailto:Luis.Ochoa@quarles.com
mailto:Brian.Howie@quarles.com
mailto:Lauren.Stine@quarles.com

O 0 3 O »n B~ W N =

NNNNNNNNNHHHHHHHHHH
0 N9 N kA WD = O O NN SN R W N = O

MEMORANDUM OF POINTS AND AUTHORITIES

The RLC is the only trade organization dedicated to representing the retail industry
in courts throughout the United States. The RLC has filed nearly 250 amicus briefs since it
was founded in 2010. The RLC provides courts with the perspective of the retail industry
in cases involving significant potential industry-wide consequences.

The instant proceeding is one such case involving significant potential industry-wide
consequences. This lawsuit is one of more than a dozen class action lawsuits' brought under
the Arizona Telephone, Utility and Communication Service Records Act (the “Records
Act”), A.R.S. § 44-1376 et seq., which challenge the use of pixel technology in email, an
analytics tool used by businesses to understand email engagement. This case is the first of
these brought in Arizona state court and presents the first opportunity of any Arizona court
to interpret this Arizona statute in the civil context.?

Retailers across the country are facing tens of millions of dollars of potential
exposure in these lawsuits, all of which are based on a fundamentally flawed interpretation
of the Records Act.? In light of the severe consequences retailers may face if this statute is
wrongfully interpreted, the RLC respectfully seeks leave of Court to file its amicus brief to

provide the Court with important context regarding the technology challenged in this and

U Carbajal v. Lowe’s Home Centers, LLC et al., No. 24-1030 (D. Ariz. May 5, 2024);
Carbajal v. The Gap, Inc., No. 24-1056 (D. Ariz. May 7, 2024); Carbajal v. The Home
Depot, Inc. et al., No. 24-730 (D. Ariz. Apr. 2, 2024); Encinas v. Office Depot, LLC,
Campos v. TJX Corp., No. 24-11067 (D. Mass. Apr. 22, 2024); Hartley v. Urban Outfitters,
No. 23-04891 (E.D. Pa. Dec. 12, 2023); Knight v. Patagonia, Inc., No. 24-255 (D. Ariz.
May 20, 2024); McGee v. Nordstrom, Inc., No. 23-1875 (W.D. Wash. Dec. 6, 2023); Mills
v. Saks.Com LLC, No. 23-10638 (S.D.N.Y. Dec. 6, 2023); Segovia v. Burlington Coat
Factory Warehouse Corp., No. 24-6730 (D.N.J. June 6, 2024); Smith v. Target Corporation,
No. 24-1048 (D. Ariz. May 7, 2024); Torrez v. Signet Jewelers Ltd., No. 24-1332 (D. Ariz.
June 4, 2024). And two more cases were just ﬁle(f in Maricopa County Superior Court and
in California—Spector v. Williams-Sonoma, Inc., CGC-24-617422 (Cal. Sup. Ct. Aug. 21,
2024) and Spector v. Lands End, Inc., CV2024-024984 (Ariz. Sup. Ct. Sept. 10, 2024).

2 Two cases initially filed in Arizona District Court were recently voluntarily dismissed and
refiled in Superior Court. See Smith v. Target Corporation, CV2024-025462 (Ariz. Sup. Ct.
Sept. 13, 2024); Torrez v. Zale Delaware, Inc., CV2024-025473 (Ariz. Sup. Ct. Sept. 13,
2024).

3 AR.S. § 44-1376.04 provides for a statutory minimum penalty of $1,000.00 in a civil
action brought by a plaintiff whose records are procured in violation of the Records Act,
plus attorneys’ fees and costs.

.
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other lawsuits and to explain why the routine use of this widespread and anodyne
technology does not violate the Records Act.

The RLC acknowledges that the Arizona Rules of Civil Procedure do not expressly
contemplate the participation by amicus curiae in litigation pending before the Arizona
Superior Court. This Court, however, has the inherent authority to “conduct such
proceedings and issue such orders as are necessary to the complete administration of
justice.” Arpaio v. Baca, 217 Ariz. 570, 576 § 19 (App. 2008) (citing Schavey v. Roylston,
8 Ariz. App. 574, 575 (App. 1968)); see also Ariz. R. Civ. P. 1 (Arizona Rules of Civil
Procedure “should be construed, administered, and employed by the court ... to secure the
just, speedy, and inexpensive determination of every action and proceeding”). Amicus
briefs have been permitted by the Superior Courts of Arizona and in other trial courts at the
state and federal level. See, e.g., Energy & Env’t Legal Inst. v. Ariz. Bd. of Regents, No.
C20134963, 2014 WL 11091115 (Ariz. Sup. Ct. Oct. 21, 2014); Redrock Valley Ranch,
LLC v. Washoe Cnty., No. CV09-01697, 2010 WL 4568671 (Nev. Dist. Ct. Jan. 5, 2010);
Ctr. for Biological Diversity v. EPA, No. CV-20-00555, 2023 WL 4542990 (D. Ariz. June
27,2023).

The outcome of this proceeding may have severe consequences for the businesses
who are currently facing identical class action lawsuits in other courts and may
fundamentally impact the way retailers communicate and do business with consumers in
Arizona. The RLC’s brief is intended to help the Court decide the issues raised in H&M’s
Motion to Dismiss by providing background on the technology at issue and explaining why
the Records Act does not prohibit the use of this technology. An amicus brief “should
normally be allowed ... when the amicus has an interest in some other case that may be
affected by the decision in the present case ... or when the amicus has unique information
or perspective that can help beyond the help that the lawyers for the parties are able to
provide.” Ryan v. Commodity Futures Trading Comm’n, 125 F.3d 1062, 1063 (7th Cir.
1997); see also Ariz. R. Civ. App. P. 16(b). An amicus brief can help the Court by

“supplement[ing] the efforts of counsel, and draw[ing] the court’s attention to law that
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might otherwise escape consideration.” Ctr. for Biological Diversity, 2023 WL 4542990 at
*2. This principle applies at the trial court level as much as the appellate level, especially
in a situation such as this where courts across the country will be looking to Arizona courts
for guidance in interpreting an Arizona statute that has never before been interpreted or
applied in a civil action.

For these reasons, the RLC requests that the Court grant it leave to file the amicus
curiae brief attached as Exhibit A hereto. A proposed form of Order is included as well.

On Thursday, September 26, counsel for the RLC contacted counsel for both parties
to determine if they consented to the RLC’s filing of an amicus brief in this matter. Counsel
for H&M consents to the filing of the amicus brief. Counsel for Plaintiff requested a meet
and confer and for the RLC to provide “any information about RLC’s relationship with
H&M and/or H&M’s counsel, including communications related to this case.” Counsel for
RLC provided Plaintiff with the relevant portions of this motion for leave that explained
who the RLC is and why it seeks to file an amicus brief here and requested that Plaintiff
provide its position by 3 p.m. on September 30. As of the filing of this motion, Plaintiff has
not provided its position.

RESPECTFULLY SUBMITTED this 30th day of September, 2024.

QUARLES & BRADY LLP
One South Church Avenue
Suite 1800

Tucson, AZ 85701

One Renaissance Square
Two North Central Avenue, Suite 600
Phoenix, AZ 85004-2322

By: /s/ Luis Ochoa
Luis Ochoa
Brian A. Howie
Lauren E. Stine

Attorneys for Amicus Curiae Retail Litigation
Center, Inc.

EFILED with the Clerk of the Court this 30th day of September, 2024, and
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COPY of the foregoing mailed/emailed this 30th day of September, 2024, to:

Daniel A. Mann

Philip T. Abbruscato

Fox Rothschild LLP

1980 Festival Plaza Drive

Suite 700

Las Vegas, NV 89135
dmann@foxrothschild.com
paabruscato@foxrothschild.com

Attorneys for Defendant H&M Fashion USA, Inc.

Hart L. Robinovitch

Ryan J. Ellersick

Zimmerman Reed LLP

14648 N. Scottsdale Road, Suite 130
Scottsdale, AZ 85254
Hart.robionovitch@zimmreed.com
Ryan.ellersick@zimmreed.com

/s/  Kim Simmons
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Telephone: (602) 229-5200

Brian A. Howie (#026021)
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Lauren.Stine(@quarles.com

Attorneys for Amicus Curiae Retail Litigation
Center, Inc.

IN THE SUPERIOR COURT OF THE STATE OF ARIZONA
IN AND FOR THE COUNTY OF PIMA

PAUL D’HEDOUVILLE, individually, and | NO. C20243386
on behalf of those similarly situated,

Plaintift BRIEF FOR AMICUS CURIAE
’ RETAIL LITIGATION CENTER,
v INC.

H&M Fashion USA, Inc., (Assigned to the Hon. Wayne E. Yehling)

Defendant.

This lawsuit is one of over a dozen class action lawsuits brought under the Arizona
Telephone, Utility and Communication Service Records Act (the “Records Act”), A.R.S.
§ 44-1376 et seq., challenging the use of email pixels, an email analytics tool routinely used
by businesses to measure email engagement. In light of the rash of cases filed against
retailers based on a new and incorrect interpretation of the Records Act, the Retail Litigation
Center, Inc. respectfully submits this brief as amicus curiae in support of Defendant H&M

Fashion USA, Inc.’s Motion to Dismiss.
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I. INTRODUCTION.

The Retail Litigation Center, Inc. (“RLC”) is the only trade organization solely
dedicated to representing the United States retail industry in the courts. Since its founding
in 2010, the RLC has filed nearly 250 amicus briefs on issues of importance to retailers. Its
amicus briefs have been cited favorably by multiple courts, including the Supreme Court of
the United States and the Supreme Court of Tennessee. See, e.g., South Dakota v. Wayfair,
Inc., 585 U.S. 162, 184 (2018); Kirtsaeng v. John Wiley & Sons, Inc., 568 U.S. 519, 542
(2013); Chewy, Inc. v. U.S. Dep’t of Lab., 69 F.4th 773, 777-78 (11th Cir. 2023); State v.
Welch, 595 S.W.3d 615, 630 (Tenn. 2020). Its member retailers employ millions of workers
throughout the United States, provide goods and services to hundreds of millions of
consumers, and account for more than a trillion dollars in annual sales. The RLC provides
courts with the perspective of the retail industry on important legal issues affecting its
members, and on potential industry-wide consequences of significant court cases.

The RLC has a strong interest in seeing the Records Act properly interpreted to avoid
ensnaring retailers for merely engaging with consumers who have consented to
communications from those businesses. The instant case is one of more than a dozen class
action lawsuits currently proceeding in courts throughout the country asserting that a

retailer’s routine use of email pixels constitutes a violation of Arizona’s Records Act.! This

U Carbajal v. Lowe’s Home Centers, LLC et al., No. 24-1030 (D. Ariz. May 5, 2024);
Carbajal v. The Gap, Inc., No. 24-1056 (D. Ariz. May 7, 2024); Carbajal v. The Home
Depot, Inc. et al., No. 24-730 (D. Ariz. Apr. 2, 2024); Encinas v. Office Depot, LLC, No.
24-1463 (D. Ariz. June 18, 2024); Campos v. TJX Corp., No. 24-11067 (D. Mass. Apr. 22,
2024); Hartley v. Urban Outfitters, No. 23-04891 (E.D. Pa. Dec. 12, 2023); Knight v.
Patagonia, Inc., No. 24-255 (D. Ariz. May 20, 2024); McGee v. Nordstrom, Inc., No. 23-
1875 (W.D. Wash. Dec. 6, 2023); Mills v. Saks.Com LLC, No. 23-10638 (S.D.N.Y. Dec. 6,
2023); Segovia v. Burlington Coat Factory Warehouse Corp., No. 24-6730 (D.N.J. June 6,
2024); Smith v. Target Corporation, No. 24-1048 (D. Ariz. May 7, 2024); Torrez v. Signet
Jewelers Ltd.,No. 24-1332 (D. Ariz. June 4, 2024). Hartley v. Urban Outfitters was recently
dismissed by the Eastern District of Pennsylvania for lack of standing. See Hartley v. Urban
Outfitters, Inc., 2024 WL 3445004 (E.D. Pa. July 17, 2024). And more cases are being filed
in a regular basis. Two cases were recently filed by the same plaintiff in Maricopa County
Superior Court and in California—Spector v. Williams-Sonoma, Inc., CGC-24-617422 (Cal.
Sup. Ct. Aug. 21, 2024) and Spector v. Lands End, Inc., CV2024-024984 (Ariz. Sup. Ct.
Sept. 10, 2024).

.
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is the first of these cases brought in Arizona state court.? While this Court may resolve the
Motion to Dismiss on grounds outside the statute (such as standing), any ruling from this
Court on the Records Act will be significant for many other retailers with cases pending
across the country.

The pending lawsuits seek to invoke the Records Act’s statutory damages penalty to
extract millions of dollars in “damages” from retailers based on a flawed interpretation of
the Records Act. No Arizona court has interpreted the Records Act in a civil case. The RLC
writes to provide a description of pixel technology used in emails and additional background
on the statute that it believes will assist the Court in ruling on Defendant’s Motion to
Dismiss.

II. ARGUMENT.

A. Pixel Technology Helps Businesses Understand Consumer Email
Engagement.

An email pixel? is a small transparent image embedded into the body of an email.*
When a recipient opens an email containing a pixel like the one described in the underlying
complaint, the image loads and sends a signal back to the sender’s email server.’ This signal
provides the sender with basic data about the recipient’s interaction with the email, such as
whether the email has been opened, the user’s IP address, and whether it was opened on a
mobile or desktop device.® Email pixels are configurable: some can also recognize how

long an email remains open, how many times a particular email is read, and whether the

2 Two cases initially filed in Arizona District Court were recently voluntarily dismissed and
refiled in Superior Court. See Smith v. Target Corporation, CV2024-025462 (Ariz. Sup. Ct.
Sept. 13, 2024); Torrez v. Zale Delaware, Inc., CV2024-025473 (Ariz. Sup. Ct. Sept. 13,
2024). Knight v. Patagonia, Inc. was also recently dismissed and refiled in Ventura County
Superior Court. Knight v. Patagonia, Inc., TC24-1789 (Cal. Sup. Ct. Sept. 18, 2024).

3 Pixel technology is used in various contexts. The description of pixels in this brief is
limited to the type of pixels involved in litigation based on the Records Act. These pixels
accomplish different things compared to, for example, the Tik Tok pixel or Meta pixel.

* Email Tracking Pixels Explained: What They Are and Why They Matter, Warmy Blog,
https://www.warmy.io/blog/ultimate-guide-email-tracking-pixels-create-pixels-for-email-
tracking/ (last accessed September 8, 2024).

S1d.
1d.
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recipient clicked any links within the message.” In order to transmit any information, a
recipient must open or otherwise engage with the email.

The limited engagement information collected by email pixels allows retailers to
“eliminate irrelevant content and send more focused emails” and “pinpoint the most
effective times to send emails,” which allows recipients to “receive emails at the most
convenient and preferred times.”® Businesses can develop more visually attractive emails
for specific segments of their customer base depending on the devices customers use most
frequently.” Consumers benefit from the use of pixel technology by receiving content they
find relevant and engaging. These pixels also benefit consumers who do not engage with
email marketing, as businesses may reduce the frequency of emails or stop sending emails
to consumers who do not open them. !°

Although pixels generally are not visible to email recipients, they are not the “spy”
technology Plaintiffs allege.!! Practically, pixels operate in the background of emails to
prevent the pixel from affecting the formatting and appearance of the email—not to hide
the fact that they are used.!?

By design, the information pixels can gather is limited. A pixel only works when an

email is opened, and it cannot ‘“collect any information outside of [the recipient’s]

" How Email Tracking Pixels Work 101, Nutshell, https://www.nutshell.com/blog/email-
tracking-pixels-101-how-do-tracking-pixels-work/ (last accessed September 8, 2024).

8 The Essential Guide to Email Tracking Pixel for Marketers, Campaign Refinery,
https://campaignrefinery.com/email-tracking-pixel/ (last accessed September 8, 2024).

o 1d.

10 1d.; see DMA Email Council: Understanding Email Tracking Pixels, Data & Marketing
Association, https://dma.org.uk/article/dma-email-council-understanding-email-tracking-
pixels (“[Email pixels] are paramount to ensuring those who want to receive [the sender’s]
emails do and those that do not are removed from the senders’ list due to non-engagement.”)
(last accessed September 9, 2024).

1 Pixel technology has various other useful applications outside the consumer email
context—courts have even approved the use of pixel technology as a method of alternative
service (see Steward v. Kuettel, 450 S.W.3d 672 (Ark. 2014)) and as a method of confirming
that a settlement class member received notice of a proposed class settlement (see Chen v.
Chase Bank USA, N.A.,2020 WL 264332, at *3 (N.D. Cal. Jan. 16, 2020)).

12 DMA Email Council: Understanding Email Tracking Pixels, supra n.10.
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engagement with the email [it was] embedded in.”!* Nor do email pixels collect “sensitive
information such as the recipient’s exact location, bank details, or private browsing
history.” !4

Some of the information businesses can access via email pixels is ascertainable
without a pixel as well, merely due to the nature of how emails work. See State v. Mixton,
250 Ariz. 282, 284, 4 2 (2021) (noting that “IP addresses are always attached, like a return
address, to every envelope of information exchanged back and forth by computers that are
actively communicating with each other over the internet”); Hagar v. FBI, No. 1:22-cv-
101, 2024 WL 1298321, at *6 (E.D. Tex. Mar. 7, 2024) (noting that email metadata such as
IP addresses are “automatically generated when the emial [sic] is created and sent.”). Other
information is routinely collected through other means such as “read receipts”—a standard
email feature.

The plaintiff here alleges pixels can record when recipients go to sleep and details
such as recipients’ travel plans and work locations. Email pixels simply cannot provide that
information. To the extent email pixels can provide anything related to those claims, they
could provide only general location information available in every email via an IP address
or general time that a specific email is read, such as a read receipt.

In short, pixel technology is not “spy” software and does not obtain personal
information of the consumers who receive emails from retailers.

B. Email Pixels Do Not Harm Recipients.

Pixels allow one party to an email communication (the sender) to collect a limited
amount of information about the recipient’s engagement with that email. This Court should
conclude that the use of this technology does not invade a protected interest of the email
recipient sufficient to confer standing.

Although standing in Arizona courts is not a jurisdictional requirement, Arizona

courts nevertheless do maintain a “rigorous standing requirement.” Fernandez v. Takata

13 How Email Tracking Pixels Work 101, supra n.7.
4 1d.
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Seat Belts, Inc., 210 Ariz. 138, 140, 9 6 (2005) (citing Sears v. Hull, 192 Ariz. 65, 69
(1998)). To establish standing, a plaintiff “must have suffered injury in fact” that is “distinct
and palpable ... such that the plaintiff has a personal stake in the outcome of the
controversy.” Aegis of Arizona, LLC v. Town of Marana, 206 Ariz. 557, 562—63,9 18 (App.
2003) (citations omitted); see also Arcadia Osborn Neighborhood v. Clear Channel
Outdoor, LLC, 535 P.3d 932, 937 (Ariz. Ct. App. 2023) (holding that although the
legislature had conferred a cause of action on any “person aggrieved” by an administrative
decision, a plaintiff must still allege “particularized harm” resulting from the decision “to
have standing to bring an action under the statute”); Strawberry Water Co. v. Paulsen, 220
Ariz. 401, 406, q 8 (App. 2008) (holding that there must be “an injury in fact, economic or
otherwise, caused by the complained-of conduct, and resulting in a distinct and palpable
injury”). Moreover, the standing inquiry requires consideration of “‘questions of prudential
or judicial restraint’ to insure that ... ‘the issues will be fully developed by true
adversaries.’” Aegis of Arizona, 206 Ariz. at 563, 9 19 (citations omitted).

Arizona courts “find federal case law instructive” when determining whether a
plaintiff has standing to sue. Bennett v. Napolitano, 206 Ariz. 520, 525,922 (2003). Federal
courts are experienced in evaluating standing in the context of data collection tools used by
retailers. Courts frequently conclude that information collected about a person’s
engagement with digital media does not implicate privacy concerns or cause a person to
suffer harm sufficient to establish standing. See, e.g., In re BPS Direct, LLC, 705
F. Supp. 3d 333, 355-56 (E.D. Pa. 2023) (concluding that website users have no “personal
privacy interest in their shopping activity” and holding that insight into consumers’ website
“viewing activity, search activity, and purchase behavior is [not] enough to establish
concrete harm™); Adams v. PSP Group, LLC, 691 F. Supp. 3d 1031, 1041-42 (E.D. Mo.
2023); Cook v. GameStop, Inc., 689 F. Supp. 3d 58, 65-66 (W.D. Pa. 2023).

For example, courts have found that a person does not have a privacy interest in
information that could be gathered in the “physical world,” such as a consumer’s “public

shopping behavior,” and that a person therefore does not have a privacy interest in similar
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information that is gathered in the “digital world.” Cook, 689 F. Supp. 3d at 66. Likewise,
the type of data gathered by pixels in the “digital world” is no more sensitive than the data
that can be collected in the “physical world” in a face-to-face conversation or during a
telephone call, such as whether a call was received, a conversation occurred, the length of
the conversation, and the general location of the parties during the call. Just as collecting
this information in the real world does not cause injury, no injury results from collecting
this information using email pixels.

Considering the reality of how email pixels work and the inherent limitations in the
type of information they can collect, the one federal court to issue a dispositive ruling on a
Records Act pixel case determined that a recipient of an email containing a pixel does not
suffer an “injury 1n fact” necessary to establish standing. See Hartley v. Urban Outfitters,
Inc., No. CV 23-4891, 2024 WL 3445004 (E.D. Pa. July 17, 2024), attached hereto as
Exhibit 1. The Hartley court concluded that information collected by a pixel (such as the
dates and times an email is opened, the length of time an email is read, and the type of
device used to read an email) is not sufficiently intrusive to constitute an injury in fact. /d.
at *6—*7. That is especially true where—as in the vast majority of cases—the recipient only
received the email with a pixel because the person had already previously “opt[ed] in to
receiving emails” and “consume[ed] [a retailer’s] promotional materials” by opening them.
Id. at *6. This Court should likewise conclude that the use of email pixels to collect routine
data about email engagement does not result in sufficient harm to the recipient to establish
standing.

C. The Use of Pixel Technology in Emails Does Not Violate the Records Act.

The Records Act is an attractive class action device because its statutory damages
provision allows a minimum of $1,000 for each “customer” who suffers actual damages.
A.R.S. § 44-1376.04. Leading national retailers are prime targets because of their large

reach across the population. The Arizona law thus has motivated a surge of cases against
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retailers in the last nine months.!> However, a close read of the statute demonstrates that
retailers’ use of pixel technology in emails does not violate the Records Act because: (1)
the information accessible to retailers via email pixels does not constitute a “communication
service record”; and (2) people receiving emails from retailers are not “customers” under
the Records Act.!®

1. The Information Collected by Email Pixel Technology Is Not a
“Communication Service Record.”

In the recent pixel cases brought under the Records Act, plaintiffs repeatedly assert
that the limited information collected by an email pixel constitutes a “communication
service record.” This interpretation divorces the concept of “communication service record”
from its statutory context. An understanding of the structure and context of the Records Act
demonstrates that a “communication service record” must be a record (1)of a
“communication service” (2) that is maintained by a “communication service provider.”

Arizona courts “interpret statutory language in view of the entire text, considering
the context and related statutes on the same subject.” Nicaise v. Sundaram, 245 Ariz. 566,
568, 9 11 (2019) (emphasis added). The fundamental goal of statutory interpretation “is to
effectuate the legislature’s intent.” Stambaugh v. Killian, 242 Ariz. 508, 509, 9 7 (2017)
(citation omitted). For that reason, a statute’s plain language is “the best indicator of
[legislative] intent.” Starr v. Ariz. Bd. of Fingerprinting, 252 Ariz. 42, 45,99 (App. 2021).
Toward this end, the plain language of “communication service record” makes clear that
the collector of the information must be providing a “communication service.” Indeed, the
“communication service record” definition lists information that would enly be created or
maintained by an entity providing a communication service, such as the “length of service,”

“toll bills or access logs,”!” and the “nature of the communication service provided.” A.R.S.

15 As far as undersigned counsel can determine, the first complaint alleging the Records Act
applies to pixels in email communications was filed in December 2023.

16 H&M identifies additional statutory features that demonstrate that email pixels are not
covered by the Records Act. The RLC agrees with these arguments.

'7 Plaintiffs in some recent pixel cases have attempted to shoehorn the limited information
accessible by email pixels into the definition of communication service record by asserting
that the collected information constitutes “access logs.” A cursory review of the statutory
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§ 44-1376(1). None of the information collected by pixel technology in an email, such as
whether an email is opened, how many times it is opened, and the device used to open an
email constitutes a communication service; rather, it is information about a recipient
individual’s interaction with a specific email correspondence to which it is a party.

Additionally, a communication service record must be maintained by a
communication service provider in order to be a covered record. When the Records Act was
amended in 2007, a “communication service record” had already been defined in Arizona
law. Indeed, the definition of “communication service record” in the Records Act was
copied word-for-word from the Arizona Eavesdropping and Communications Act (“ECA”),
which was amended in 2000 to allow prosecutors to subpoena ‘“communication service
records” from ‘““all communication service providers that do business in this state or that
furnish communication services to persons within this state.” A.R.S. § 13-3018(A)—(B).
The term “communication service provider” is defined in the ECA to mean “any person
who is engaged in providing a service that allows its users to send or receive oral, wire or
electronic communications or computer services.” Id. § 13-3001(3). This definition covers
businesses such as telephone companies that provide bona fide communication services to
consumers—not retailers engaged in selling goods and services who happen to
communicate with people by email. See, e.g., Garner v. Amazon.com, 603 F. Supp. 3d 985,
1003—-04 (W.D. Wash. 2022) (applying the federal Stored Communications Act (“SCA”)
term “electronic communication service” and concluding that a “company that merely
utilizes electronic communications in the conduct of its own business is generally
considered a purchaser or user of the communications platform, not the provider of the
service to the public”); see United States v. Williams, No. 18-CR-01695, 2022 U.S. Dist.
LEXIS 121948, at *36 (D. Ariz. July 8, 2022) (noting that the ECA is the “Arizona
equivalent” to the SCA).

context (including the adjacent phrase “toll bills”) demonstrates that access logs has its
ordinary meaning—a log of any access of a service. In the context of emails, an access log
may be maintained by providers of an entire email system to document any access to that
system. This is undisputedly not occurring in the context of limited information available
about an individual email correspondence by a party to that communication.
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Courts assume that an identical phrase in two statutes relating to the general subject
matter has the same meaning in both statutes. See T.P. Racing, L.L.L.P. v. Ariz. Dep’t of
Gaming, No. 1 CA-CV 22-0224, 2022 WL 17684565, at *3 (Ariz. App. Dec. 15, 2022)
(Arizona courts “presume that words bear the same meaning throughout a text,” and this
“presumption of consistent usage applies across different code sections.”); Maricopa Cty.
v. Barkley, 168 Ariz. 234, 238 (App. 1990); Wareing v. Falk, 182 Ariz. 495, 500 (App.
1995) (“It is well settled that the legislature is presumed to know existing law when it enacts
a statute.”). The legislature adopted the same definition of “communication service record”
contained in the ECA when it amended the Records Act to encompass public utility records
and communication service records. Thus, the term “communication service record” should
be interpreted consistently with that term in the ECA, such that a communication service
record is a record maintained by a communication service provider.

This interpretation is the only one that gives meaning to each provision of the
Records Act and avoids rendering any word or provision superfluous. See Mejak v.
Granville, 212 Ariz. 555, 557,99 (2006) (“We must interpret the statute so that no provision
is rendered meaningless, insignificant, or void.”). By contrast, Plaintiff’s interpretation
would read the words “communication service” out of the statute entirely.

Moreover, although the Records Act uses the term “entity that maintains
communication service records” rather than “communication service provider,” the context
in which the former term is used in the Records Act reveals that an “entity that maintains
communication service records” is one type of an entity that provides a communication
service. See A.R.S. § 44-1376.02 (stating that a public utility, telephone company, or an
entity that maintains communication service records may obtain, use, disclose, or permit
access to those records if access is “necessarily incident to the rendition of the service or
to the protection of the rights or property of the provider of that service or to protect users
of those services and other carriers from fraudulent, abusive, or unlawful use of or
subscription to those services”) (emphasis added). This reality also is demonstrated in the

definition of ‘“communication service record” referring to “the mnature of the
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communication service provided, such as caller identification, automatic number
identification, voice mail, electronic mail, paging or other service features.” A.R.S. § 44-
1376(1) (emphasis added).

In short, “communication service record” does not simply refer to the types of
discrete pieces of information included in the definition of that term but rather to the records
a communication service provider maintains about its service subscribers and the service it
provides to those subscribers.!® It logically follows that information collected from other
sources (including from a person directly) does mot constitute a communication service
record, even if some of that information may be contained in a communication service
record. Cf. Morgan v. Twitter Inc., No. 2:22-cv-00122, 2023 WL 8115775, at *15 (E.D.
Wash. Nov. 22, 2023) (dismissing case brought against Twitter alleging unlawful
procurement of the plaintiff’s “telephone record” in part because the information was
obtained from the plaintiff himself and not a “telecommunications company”).
Accordingly, the email engagement information collected through a retailer’s use of pixel
technology does not constitute a “communication service record” because retailers are not
communication service providers. '’

2. Consumers Challenging the Use of Pixel Technology Are Not
“Customers” For Purposes of The Records Act.

Recipients of emails from businesses that are not communication service providers
are not “customers” within the meaning of the Records Act and, therefore, are not entitled

to bring a private right of action under the Records Act.

'8 A narrow reading of the term “communication service provider” within the context of the
Records Act is also appropriate because the Records Act 1s primarily a criminal statute. See
United States v. Nosal, 676 F.3d 854, 862—63 (9th Cir. 2012) (recognizing the “long-
standing principle that we must construe ambiguous criminal statutes narrowly so as to
avoid ‘making criminal law in Congress’s stead”) (quoting United States v. Santos, 553
U.S. 507, 514 (2008)).

19 Interpreting the Records Act to prohibit one party to a communication from collecting
data about that communication would also produce absurd results, in light of the fact that
Arizona law expressly allows a “wire, electronic or oral communication” to be recorded
with the consent of only one of the parties to that conversation. A.R.S. § 13-3012; State v.
Estrada, 201 Ariz. 247,251, 9 16 (2001) (“[W]e interpret and apply statutory language in
a way that will avoid an untenable or irrational result.”).
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A.R.S. §44-1376.04 provides a private cause of action for “customers” whose
records have been procured in violation of the Records Act. “Customer” is not a defined
term in the Records Act. The meaning of an undefined word in a statute must be determined
within the context of the statutory scheme as a whole. See Parrot v. DaimlerChrysler Corp.,
212 Ariz. 255, 258, 9 18 (2006); J.D. v. Hegyi, 236 Ariz. 39, 41, 9 6 (2014) (“Words in
statutes ... cannot be read in isolation from the context in which they are used.”). The context
in which the word “customer” is used throughout the Records Act demonstrates that a retail
“customer” is not the type of “customer” authorized to assert a civil action. Rather,
“customer” refers to customers of telephone companies, public utilities, and
communication service providers who have had their records from those service providers
unlawfully procured or sold, not people who may receive an email from a retailer.

The legislature’s use of “customer” to set forth the scope of who can bring a claim
under the Act—rather than a broader term such as “person” (a term used elsewhere in the
Records Act)—underscores that the Records Act was intended to prohibit the unauthorized
procurement and sale of certain “records” from certain service providers rather than apply
to all information more generally. Throughout the Records Act, the word “customer”
consistently refers to a customer of a public utility, telephone company, or “entity that
maintains communication service records.” For example, the definition of “telephone
record” refers to “customer” information, including “the telephone number dialed by the
customer”’; “the incoming number of the call directed to a customer”; and “data ... typically
contained on a customer telephone bill.” A.R.S. § 44-1376(7). Similarly, A.R.S. § 44-
1376.01(B) provides that “[e]ntities that maintain communication service records or public
utility records” shall establish procedures to protect against the unauthorized disclosure of
such records that could result in harm or inconvenience “to any customer.” To interpret the
word customer in A.R.S. § 44-1376.04 to mean anything other than a customer of a service
provider is inconsistent with the overall statutory scheme. Thus, recipients of emails from

retailers are not “customers” under the Records Act entitled to bring a private right of action.
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III. CONCLUSION.

The interpretation of the Records Act asserted by the plaintiffs in the recent pixel
lawsuits and by the Plaintiff in this case would expand the Records Act far beyond its
intended scope. The Records Act protects records maintained by specific entities during the
course of providing a statutorily circumscribed type of service to their customers. The
attempt to expand the statute beyond the legislature’s intended reach is the result of an
organized effort to try to take advantage of the Records Act’s statutory damages provision
to impose class liability (and attorneys’ fees) upon retailers who have never been subject to
the Records Act.

The Court should decline to adopt this novel and strained interpretation and conclude
instead that retailers’ use of email pixels does not violate the Records Act because (1) the
information available to retailers from email pixel technology is not a “communication
service record,” and (2) individuals, like Plaintiff, who are not bringing the case as
“customers” of a communication service provider, are not entitled to bring a civil cause of
action under the Records Act.

RESPECTFULLY SUBMITTED this 30th day of September, 2024.

QUARLES & BRADY LLP
One South Church Avenue
Suite 1800

Tucson, AZ 85701

One Renaissance Square
Two North Central Avenue, Suite 600
Phoenix, AZ 85004-2322

By: /s/ Luis Ochoa

Luis Ochoa
Brian A. Howie
Lauren E. Stine

Attorneys for Amicus Curiae Retail
Litigation Center, Inc.

EFILED with the Clerk of the Court this the 30th day of September, 2024, and
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COPY of the foregoing mailed/emailed this 30th day of September, 2024, to:

Daniel A. Mann

Philip T. Abbruscato

Fox Rothschild LLP

1980 Festival Plaza Drive

Suite 700

Las Vegas, NV 89135
dmann@foxrothschild.com
paabruscato@foxrothschild.com

Attorneys for Defendant H&M Fashion USA, Inc.

Hart L. Robinovitch

Ryan J. Ellersick

Zimmerman Reed LLP

14648 N. Scottsdale Road, Suite 130
Scottsdale, AZ 85254
Hart.robionovitch@zimmreed.com
Ryan.ellersick@zimmreed.com

/s/ Kim Simmons
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Only the Westlaw citation is currently available.
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Synopsis redressability

Background: Consumer brought putative class action against 170A Federal Civil Procedure

170AIl Parties
170AII(A) In General

retailer for violation of Arizona Telephone, Utility, and
Communication Service Records Act, arising from retailer's

use of alleged “spy pixels” which recorded when consumers 170Ak103.1 Standing in General
opened and read promotional emails, as well as personally 170Ak103.2 In general; injury or interest
identifying information. Retailer moved to dismiss for lack of 170A Federal Civil Procedure

standing and for failure to state a claim. 170AIl Parties

170AII(A) In General

170Ak103.1 Standing in General
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5]

[6]

170A Federal Civil Procedure

170AIl Parties [7]
170AII(A) In General

170Ak103.1 Standing in General

170Ak103.2 In general; injury or interest

Each element of Article III standing must be
supported in same way as any other matter
on which plaintiff bears burden of proof, i.e.,
with manner and degree of evidence required at
successive stages of litigation. U.S. Const. art. 3,
§2,cl. 1.

Federal Civil Procedure é= Pleading

170A Federal Civil Procedure

170AIl Parties

170AII(A) In General

170Ak103.1 Standing in General

170Ak103.5 Pleading

When addresses a facial challenge to Article
III standing, the district court applies the same
standard as on review of a motion to dismiss for
failure to state a claim. U.S. Const. art. 3, § 2, cl.

1; Fed. R. Civ. P. 12(b)(6). [8]
Federal Civil Procedure @ Construction of

pleadings

Federal Civil Procedure @= Matters

considered in general

170A Federal Civil Procedure

170AXI Dismissal

170AXI(B) Involuntary Dismissal

170AXI(B)5 Proceedings

170Ak1827 Determination

170Ak1829 Construction of pleadings

170A Federal Civil Procedure

170AXI Dismissal 9]
170AXI(B) Involuntary Dismissal

170AXI(B)5 Proceedings

170Ak1827 Determination

170Ak1832 Matters considered in general

On a facial challenge to Article III standing,
the district court must consider only the facts
pleaded in the complaint and the documents
referenced therein and attached thereto, viewed
in the light most favorable to plaintiffs. U.S.
Const. art. 3, § 2, cl. 1.

Constitutional Law &= Nature and scope in
general
Federal Civil Procedure é= In general;

injury or interest

92 Constitutional Law

92XX Separation of Powers

92XX(C) Judicial Powers and Functions

92XX(C)1 In General

92k2450 Nature and scope in general

170A Federal Civil Procedure

170AIl Parties

170AII(A) In General

170Ak103.1 Standing in General

170Ak103.2 In general; injury or interest

Article III standing requirements that an injury is
concrete, particularized, and actual or imminent
ensure that federal courts decide only the rights
of individuals, and that federal courts exercise
their proper function in a limited and separated
government. U.S. Const. art. 3, § 2, cl. 1.

Federal Civil Procedure &= In general;
injury or interest

170A  Federal Civil Procedure

170AIl Parties

170AII(A) In General

170Ak103.1 Standing in General

170Ak103.2 In general; injury or interest

An alleged injury is concrete for purposes of
Article I1I standing if it bears a close relationship
to a harm traditionally recognized as providing
a basis for a lawsuit in American courts. U.S.
Const. art. 3, § 2, cl. 1.

Federal Civil Procedure &= In general;

injury or interest

170A Federal Civil Procedure

170AIl Parties

170AII(A) In General

170Ak103.1 Standing in General

170Ak103.2 In general; injury or interest

In order to satisfy concrete-harm requirement
for Article III standing, plaintiff must identify
close historical or common-law analogue for the
asserted injury; such analogue need not be exact
duplicate in American history and tradition, but
courts should take care not to loosen Article I11
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based on contemporary, evolving beliefs about
what kinds of suits should be heard in federal

relationship to the harm from that common-law

courts. U.S. Const. art. 3, § 2, cl. 1.

action. U.S. Const. art. 3, § 2, cl. 1.

[13] Federal Civil Procedure &= In general;
[10] Federal Civil Procedure @ In general; injury or interest
injury or interest 170A  Federal Civil Procedure
170A Federal Civil Procedure 170AII Parties
170AI1l Parties 170AII(A) In General
170AII(A) In General 170Ak103.1 Standing in General
170Ak103.1 Standing in General 170Ak103.2 In general; injury or interest
170Ak103.2 1In general; injury or interest Risk of future harm, without more, does not
To satisfy concrete-harm requirement for Article establish Article III standing in suit for damages.
III standing, plaintiff need not show facts that U.S. Const. art. 3, § 2, cl. 1.
would give rise to cause of action under common
law, but de jure injury must protect essentially
same interests as traditional causes of action. [14] Federal Courts & Case or Controversy
U.S. Const. art. 3, § 2, cl. 1. Requirement
170B Federal Courts
170BIII Case or Controversy Requirement
[11]  Federal Civil Procedure &= In general; 170BIII(A) In General
injury or interest 170Bk2101 In general
170A Federal Civil Procedure Legislative enactments cannot supersede the
170AIl Parties absolute jurisdictional requirements of Article
170AII(A) In General III. U.S. Const. art. 3, § 2, cl. 1.
170Ak103.1 Standing in General
170Ak103.2 In general; injury or interest
In order to satisfy concrete-harm requirement for [15] Federal Civil Procedure &= In general;
Article III standing, plaintiff is not required to injury or interest
allege every elen?ent f)f a traditional comrno'n- 170A Federal Civil Procedure
law cause of action; it does, however, require 170AIl Parties
something more than merely pointing to a 170ATI(A) Tn General
comparable common-law analogue for the 170Ak103.1 Standing in General
asserted injury. U.S. Const. art. 3, § 2, cl. 1. 170Ak103.2 In general; injury or interest
Injuries in fact sufficient to confer Article III
standing are not limited to tangible harms. U.S.
[12] Federal Civil Procedure é= In general; Const. art. 3, § 2, cl. 1.
injury or interest
170A Federal Civil Procedure
170AIl Parties [16] Telecommunications é= Persons entitled to

170AII(A) In General

170Ak103.1 Standing in General

170Ak103.2 In general; injury or interest

In order to satisfy concrete-harm requirement
for Article III standing based on identification
of close historical or common-law analogue
for asserted injury, prospective plaintiff must
show that the harm she suffered as a result of
the statutory violation bears a sufficiently close

sue, standing, and parties

372 Telecommunications

372X Actions

372k1944 Persons entitled to sue, standing, and
parties
Consumer failed to adequately allege
close relationship between retailer's alleged
procurement of consumer's data relating to her

opening of promotional emails and traditionally
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[17]

[18]

actionable harm under traditional common law
action for invasion of privacy, such that she
failed to allege concrete injury-in-fact, and thus
lacked Article III standing to bring action against
retailer for violation of Arizona Telephone,
Utility, and Communication Service Records
Act, arising from retailer's use of alleged “spy
pixels” which recorded when consumers opened
and read promotional emails; consumer did not
analogize her claim to any invasion of privacy
torts which involved disclosure of private
information to third parties, and consumer did
not allege that there was any actual dissemination
of her private information. U.S. Const. art. 3, §
2, cl. 1; Ariz. Rev. Stat. Ann.§44-1376 et seq.

Telecommunications é= Persons entitled to
sue, standing, and parties

372 Telecommunications

372X Actions

372k1944 Persons entitled to sue, standing, and
parties

Consumer failed to adequately allege concrete
injury-in-fact arising from retailer's procurement
of her name and email address, and thus lacked
Article III standing to bring action against
retailer for violation of Arizona Telephone,
Utility, and Communication Service Records
Act, arising from retailer's use of alleged “spy
pixels” which recorded when consumers opened
and read promotional emails, where consumer
voluntarily disclosed information when she
necessarily provided it to retailer when she
signed up for promotional emails. U.S. Const.
art. 3, § 2, cl. 1; Ariz. Rev. Stat. Ann.§44-1376
et seq.

Telecommunications é= Persons entitled to
sue, standing, and parties

372 Telecommunications

372X Actions

372k1944 Persons entitled to sue, standing, and
parties

Consumer failed to adequately allege concrete
injury-in-fact arising from retailer's procurement
of type of device consumer used, her operating
system, and which email-viewing platform she

[19]

[20]

used to read promotional emails from retailer,
and thus lacked Article III standing to bring
action against retailer for violation of Arizona
Telephone, Utility, and Communication Service
Records Act, arising from retailer's use of alleged
“spy pixels” which recorded information when
consumers opened and read promotional emails,
where consumer did not allege how she was
harmed by retailer gleaning such information.
U.S. Const. art. 3, § 2, cl. 1; Ariz. Rev. Stat.
Ann.§44-1376 et seq.

Telecommunications é= Persons entitled to
sue, standing, and parties
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Details regarding type of device consumer
used, her operating system, and which email-
viewing platform she used to read promotional
emails from retailer were not comparable to
those traditionally contemplated as giving rise
to reasonable privacy interest under traditional
common law cause of action for intrusion
on seclusion, such that she failed to allege
concrete injury-in-fact, and thus lacked Article
IIT standing to bring action against retailer for
violation of Arizona Telephone, Utility, and
Communication Service Records Act, arising
from retailer's use of alleged “spy pixels” which
recorded when consumers opened and read
promotional emails. U.S. Const. art. 3, § 2, cl. 1;
Ariz. Rev. Stat. Ann.§44-1376 et seq.

Telecommunications é= Persons entitled to
sue, standing, and parties

372 Telecommunications

372X Actions

372k1944 Persons entitled to sue, standing, and
parties

Digital records reflecting merely dates and
times at which consumer opened promotional
emails she signed up to receive from retailer as
length of time she spent reading them were not
sufficiently personal to support concrete injury-
in-fact, and thus lacked Article III standing to
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bring action against retailer for violation of
Arizona Telephone, Utility, and Communication
Service Records Act, arising from retailer's use
of alleged “spy pixels” which recorded when
consumers opened and read promotional emails,
since consumer chose to opt into receiving and
reading emails. U.S. Const. art. 3, § 2, cl. 1; Ariz.
Rev. Stat. Ann.§44-1376 et seq.

[21] Telecommunications é= Persons entitled to
sue, standing, and parties
372 Telecommunications
372X Actions
372k1944 Persons entitled to sue, standing, and
parties
Consumer's allegations that “spy pixels” used
by retailer in their email tracking system
were designed to extract internet protocol (IP)
addresses and location data did not give rise
to concrete injury-in-fact, and thus consumer
lacked Article III standing to bring action against
retailer for violation of Arizona Telephone,
Utility, and Communication Service Records
Act; consumer's allegations of what technology
was merely capable of collecting did not equate
to sufficient allegations of what technology
actually collected, though complaint alleged
that retailer used its tracking systems to learn
time and place of where email was opened,
it did not specify granularity of that location,
and elsewhere in complaint suggested that
pixel allowed retailer to view only country of
email recipient, which was insufficient level
of specificity to implicate privacy concerns.
U.S. Const. art. 3, § 2, cl. 1; Ariz. Rev. Stat.
Ann.§44-1376 et seq.

Attorneys and Law Firms

Kenneth J. Grunfeld, Kopelowitz Ostrow Ferguson
Weiselberg Gilbert, Bala Cynwyd, PA, for Plaintiff.
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Mansukhani LLP, San Diego, CA, for Defendant.

MEMORANDUM OPINION

Rufe, District Judge

*1 Plaintiff Tomi Hartley filed this putative class action
against Defendant Urban Outfitters, Inc., alleging violations
of the Arizona Telephone, Utility and Communication

Service Records Act. | The suit arises from Defendant's use
of “spy pixels” which, among various alleged functions,
record whether and when consumers open and read
Defendant's promotional emails. Defendant has moved to
dismiss the Complaint for lack of jurisdiction under Federal
Rule of Civil Procedure 12(b)(1) because Plaintiff does not
have standing, or in the alternative, for failure to state a
claim under Rule 12(b)(6). For the reasons set forth herein,
Defendants’ motion to dismiss will be granted because
Plaintiff lacks standing.

Ariz. Rev. Stat. Ann. § 44-1376 et seq (2007).

I. BACKGROUND

The following facts, as alleged in the Complaint, are taken
as true for purposes of deciding Defendants’ motion to
dismiss. Defendant uses Inbox Monster and Salesforce, two
email tracking systems, for promotional emails it sends to its
subscriber list.> Both systems utilize trackers that Plaintiff

2

calls “spy pixels,” images typically one pixel high by one

pixel long which are embedded into emails and activated
when an email is opened. 3 These spy pixels allow Defendant
to collect an assortment of information about those who
open its promotional emails, including whether, when, where,
and for how long an email was opened, as well as the
recipient's associated email addresses, email path data, email

viewing platform, and operating system. * These details are

tracked for every recipient on an individual level. > Defendant
does not obtain consent from its subscribers to collect this

information. ©

\]

Compl. 1 24, 32, 37 [Doc. No. 1].
1d. 9929-31, 34, 36-37.

1d. 9929, 35-36, 49.

W

1d. 99 35-36.
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6 aqa

Plaintiff resides in Mesa, Arizona and subscribed

to Defendant's email list.” She received Defendant's

promotional emails over the past two years and frequently
opened them, most recently in November 2023. 8 Plaintiff
alleges that each time she opened Defendant's emails,
Defendant collected details about her opening and reading
of the emails, as well as information personally identifying
her.? She did not provide consent for Defendant to procure

that data. '*

1d. 99 3, 6.

8
1d. 99 6-7.

o s

10 14 q0.

II. LEGAL STANDARDS

A. Standing
[1] [2] A motion to dismiss for lack of standing

is “properly brought pursuant to Rule 12(b)(1) because

standing is a jurisdictional matter.” ! Article IIT of the
Constitution authorizes federal courts to hear “[c]ases” and

“[c]ontroversies.” 12 “For there to be a case or controversy
under Article I11, the plaintiff must have a personal stake in the

case—in other words, standing.” 13 The standing requirement
forces plaintiffs “to sufficiently answer the question: ‘What's

ittoyou?’” 14 This requirement “prevents courts of law from

undertaking tasks assigned to the political branches,” 15 and
ensures that they “do not adjudicate hypothetical or abstract
disputes” or act as “roving commission[s]” free to “publicly

opine on every legal question.” 16 The Supreme Court has
“established that the irreducible constitutional minimum of

standing contains three elements.” 17" «“The plaintiff must
have (1) suffered an injury in fact, (2) that is fairly traceable to

the challenged conduct of the defendant, and (3) that is likely

to be redressed by a favorable judicial decision.” 18

1 In re Schering Plough Corp. Intron/Temodar

Consumer Class Action, 678 F.3d 235, 243 (3d Cir.
2012) (quoting Ballentine v. United States, 486 F.3d
806, 810 (3d Cir. 2007)).

12 Uss. Const. art. I, § 2, cl. 1.

13 TransUnion LLC v. Ramirez, 594 U.S. 413, 423,
141 S.Ct. 2190, 210 L.Ed.2d 568 (2021) (quotation
marks omitted) (quoting Raines v. Byrd, 521 U.S.
811,819,117 S.Ct. 2312, 138 L.Ed.2d 849 (1997)).

14 Id. (quoting Antonin Scalia, The Doctrine of
Standing as an Essential Element of the Separation
of Powers, 17 Suffolk U. L. Rev. 881, 882 (1983)).

15 Lewis v. Casey, 518 U.S. 343,349, 116 S.Ct. 2174,
135 L.Ed.2d 606 (1996) (citations omitted).

16 TransUnion, 594 U.S. at 423, 141 S.Ct. 2190.

Y7 Lujan v. Defs. of Wildlife, 504 U.S. 555, 560,
112 S.Ct. 2130, 119 L.Ed.2d 351 (1992) (citations
omitted).

18

Spokeo, Inc. v. Robins, 578 U.S. 330, 338, 136 S.Ct.
1540, 194 L.Ed.2d 635 (2016), as revised (May 24,
2016) (citing Lujan, 504 U.S. at 560-61, 112 S.Ct.
2130).

2 31 4 [5] [e]
pleading stage, to establish standing,” 19 by “alleg[ing] facts
that affirmatively and plausibly suggest that [they] ha[ve]
standing to sue.” %0 Plaintiffs must meet this burden “for

each type of relief sought.”21 Moreover, “each element [of
standing] must be supported in the same way as any other
matter on which the plaintiff bears the burden of proof,
i.e., with the manner and degree of evidence required at the

successive stages of the litigation.” %2 Because the Court now
addresses a facial challenge to standing, it “appl[ies] the same
standard as on review of a motion to dismiss under Rule 12(b)

(6).” %3 The Court must consider only the facts pleaded in the
Complaint and the documents referenced therein and attached

thereto, viewed in the light most favorable to Plaintiffs. 24

19 Reilly v. Ceridian Corp., 664 F.3d 38, 41 (3d Cir.
2011) (citations omitted).

20 Finkelman v. Nat'l Football League, 810 F.3d 187,
194 (3d Cir. 2016) (quoting Amidax Trading Grp. v.
S.W.IET SCRL, 671 F.3d 140, 145 (2d Cir. 2011)).

21

Summers v. Earth Island Inst., 555 U.S. 488, 493,
129 S.Ct. 1142, 173 L.Ed.2d 1 (2009) (citation
omitted).

“It is the plaintiffs’ burden, at the
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Hartley v. Urban Ouffitters, Inc., --- F.Supp.3d ---- (2024)
2024 WL 3445004

22 [ujan, 504 USS. at 561, 112 S.Ct. 2130 (citations
omitted).

23 In re Horizon Healthcare Servs. Inc. Data Breach
Litig., 846 F.3d 625, 633 (3d Cir. 2017) (citing
Petruska v. Gannon Univ., 462 F.3d 294, 299 n.1
(3d Cir. 2006)).

24

Finkelman, 810 F.3d at 194 (“When assessing
standing on the basis of the facts alleged in a
complaint, this means we apply the same standard
of review we use when assessing a motion to
dismiss for failure to state a claim.”) (citing /n re
Schering Plough Corp., 678 F.3d at 243); see also
Richard Roe W.M. v. Devereux Found., 650 F. Supp.
3d 319,326 n.3 (E.D. Pa. 2023).

B. Failure to State a Claim
To survive a motion to dismiss for failure to state a claim
under Rule 12(b)(6), a plaintiff must plead “sufficient factual
matter, accepted as true, to ‘state a claim to relief that is

plausible on its face.” 25 A claim is facially plausible when
a plaintiff pleads “factual content that allows the court to
draw the reasonable inference that the defendant is liable for

the misconduct alleged.” 26 A plaintiff's “allegations must be
enough to raise a right to relief above the speculative level”;
something more than a mere possibility of a claim must be

alleged. %7 The complaint must set forth “direct or inferential
allegations respecting all the material elements necessary to

sustain recovery under some viable legal theory.”28 At the
motion to dismiss stage, courts are not tasked with assessing
the probability of whether the alleged facts can or will be

proved. 2 Rather, the standard “simply calls for enough
facts to raise a reasonable expectation that discovery will

reveal evidence of the necessary element” of a claim. 30 The
question is not whether the plaintiff ultimately will prevail
but whether the complaint is “sufficient to cross the federal

court's threshold.” 3!

2> Usheroft v. Igbal, 556 U.S. 662, 678, 129 S.Ct.
1937, 173 L.Ed.2d 868 (2009) (quoting Bell Al.
Corp. v. Twombly, 550 U.S. 544, 570, 127 S.Ct.
1955, 167 L.Ed.2d 929 (2007)).

26

Id. (citing Twombly, 550 U.S. at 556, 127 S.Ct.
1955).

2T Twombly, 550 U.S. at 555, 127 S.Ct. 1955 (citations
omitted).

28 Id. at 562, 127 S.Ct. 1955 (quotation marks and
citations omitted).

29 Phillips v. County of Allegheny, 515 F.3d 224, 234
(3d Cir. 2008).

30 Id. (quotation marks omitted) (quoting Twombly,
550 U.S. at 556, 127 S.Ct. 1955).

31

Skinner v. Switzer, 562 U.S. 521, 530, 131 S.Ct.
1289, 179 L.Ed.2d 233 (2011) (citation omitted).
At the motion to dismiss stage, a court determines
only whether a plaintiff will be permitted to seek
evidence in support of the claims in the complaint.
See Twombly, 550 U.S. at 556, 558-59, 127 S.Ct.
1955.

In determining whether a motion to dismiss should be granted,
the court must consider only those facts alleged in the
complaint, accepting the allegations as true and drawing

all logical inferences in favor of the non-moving party. 32

Courts are not, however, bound to accept as true legal

conclusions framed as factual allegations. 33" At the motion
to dismiss stage, “courts generally consider only allegations
in the complaint, exhibits attached to the complaint, matters
of public record, and documents that form the basis of a

claim.” >

32 ALA, Inc.v. CCAIR, Inc.,29 F3d 855, 859 (3d Cir.
1994); Fayv. Muhlenberg Coll.,No.07-4516,2008
WL 205227, at *2 (E.D. Pa. Jan. 24, 2008).

33 Ppapasan v. Allain, 478 U.S. 265, 286, 106 S.Ct.
2932, 92 L.Ed.2d 209 (1986); Twombly, 550 U.S.
at 555, 127 S.Ct. 1955.

34 Brown v. Daniels, 128 F. App'x 910, 913 (3d Cir.
2005) (quotation marks omitted) (quoting Lum v.
Bank of Am., 361 F.3d 217,221 n.3 (3d Cir. 2004));
see also Pension Ben. Guar. Corp. v. White Consol.
Indus., Inc., 998 F.2d 1192, 1196 (3d Cir. 1993).

I11. DISCUSSION

*3 The Arizona Telephone, Utility and Communication

Service Records Act (the “Arizona Records Act”) 35 makes

it unlawful for a person to “[k]nowingly procure ... [a]
communication service record” of any Arizona resident
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2 36 The
statute defines “communication service record” as including

“without the authorization of the customer
“subscriber information” like a person's “name, ... electronic
account identification and associated screen names ... or
access logs,” as well as “records of the path of an electronic
communication between the point of origin and the point
of delivery and the nature of the communication service
or other service

provided, such as ... electronic mail ...

features.” >’ Plaintiff alleges that the information gathered
through the use of spy pixels falls within the statutory
definition of a communication service record, and that
Defendant knowingly procured that information without
Plaintiff's consent. Defendant argues that Plaintiff lacks
standing to bring her claim because the harms she allegedly
suffered are not concrete.

33 Ariz. Rev. Stat. Ann. § 44-1376 et seq.
36 Ariz. Rev. Stat. Ann. § 44-1376.01.
37

Ariz. Rev. Stat. Ann. § 44-1376(1).

A. Concrete-Harm Requirement Under Article IT1

[71 [8] In TransUnion LLC v. Ramirez, the Supreme Court

reaffirmed that the injury-in-fact requirement for standing
under Article III—the “ ‘[f]irst and foremost’ of standing's

» 38

three elements”~° —requires a plaintiff to establish that an

injury is concrete, particularized, and actual or imminent. ¥
Those separate requirements “ensure[ | that federal courts
and that federal
courts exercise ‘their proper function in a limited and

decide only ‘the rights of individuals,’ ...

separated government.’ ” 40 An alleged injury is concrete for

“w o<

purposes of Article IIT if it bears a “ ‘close relationship’ to

a harm ‘traditionally’ recognized as providing a basis for a

lawsuit in American courts.” *!

3 Spokeo, 578 U.S. at 33839, 136 S.Ct. 1540
(alteration in original) (quoting Steel Co. v. Citizens
for Better Env't, 523 U.S. 83, 103, 118 S.Ct. 1003,
140 L.Ed.2d 210 (1998)).

39 TransUnion, 594 US. at 423, 141 S.Ct. 2190
(citing Lujan, 504 U.S. 555, 560-61, 112 S.Ct.
2130 (1992)).

40

Id. (quoting Marbury v. Madison, 5 U.S. 137, 1
Cranch 137, 2 L.Ed. 60 (1803); Roberts, Article II1

Limits on Statutory Standing, 42 Duke L. J. 1219,
1224 (1993)).

41 14 at 424 (quoting Spokeo, 578 U.S. at 341, 136

S.Ct. 1540).

91 o} [ [12]
the concrete-harm requirement, a plaintiff must “identif[y] a
close historical or common-law analogue for their asserted

injury.” 42 Such an analogue need not be “an exact duplicate
in American history and tradition,” but courts should take care
not to “loosen Article III based on contemporary, evolving
beliefs about what kinds of suits should be heard in federal

courts.” 3 Moreover, a plaintiff need not “show facts that
would ‘give rise to a cause of action under common law,’

>4 but “the de Jjure injury must ‘protect essentially the

same interests’ as ‘traditional causes of action.” % As
recently explained by the Third Circuit, that does not mean

that a plaintiff is required under 7ransUnion to allege every

element of a traditional common-law cause of action; 46

it does, however, require something “more” than merely

pointing to a comparable analogue. T A prospective plaintiff
must show that “the harm [she] suffered as a result of the
statutory violation bears a sufficiently close relationship to

the harm from that common-law action.” *® “A risk of future
harm, without more, does not establish standing in a suit for

damages.” 4

2

43 14 at424-05.
44

Huber v. Simon's Agency, Inc., 84 F.4th 132, 148
(3d Cir. 2023) (quoting In re Horizon, 846 F.3d at

639).

4 Id. (quoting Long v. Se. Pa. Transp. Auth., 903 F.3d
312, 324 (3d Cir. 2018)).

46 Barclift v. Keystone Credit Servs., LLC, 93 F.4th
136, 145 (3d Cir. 2024).

47 Huber, 84 F4th at 148,

48

Id. (cleaned up) (quoting TransUnion, 594 U.S. at
433, 141 S.Ct. 2190); see also Barclift, 93 F.4th
at 145 (“TransUnion speaks only of harms, not
elements.”).

[13] Accordingly, in order to satisfy
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49 In re BPS Direct. LLC, No. 23-md-3074, —

F.Supp.3d ——, ——, 2023 WL 8458245, at *7
(E.D. Pa. Dec. 5, 2023) (citing Davis v. Universal
Prot. Servs., LLC, 558 F. Supp. 3d 220, 224 (E.D.
Pa. 2021)).

*4 [14] The Supreme Court has made clear that “Congress
may ‘elevate’ harms that ‘exist’ in the real world before
Congress recognized them to actionable legal status, [but]
it may not simply enact an injury into existence, using
its lawmaking power to transform something that is not

remotely harmful into something that is.” 3030 too for state
legislatures, whose enactments cannot supersede the absolute
jurisdictional requirements of Article III. Accordingly, the
question of whether Plaintiff has sufficiently pleaded a
statutory violation of the Arizona Records Act is secondary
to this Court's threshold review of the actual injury alleged—
that is, whether there is a “close relationship” between, on the
one hand, Defendant's alleged procurement of Plaintiff's data
relating to her opening of promotional emails and, on the other
hand, a traditionally actionable harm under common law.

S0 ThansUnion, 594 U.S. at 426, 141 S.Ct. 2190

(quoting Hagy v. Demers & Adams, 882 F.3d 616,
622 (6th Cir. 2018)).

B. Invasion of Privacy and the Arizona Records Act
[15] Injuries in fact sufficient to confer standing are not
limited to tangible harms. Various intangible harms have
long been understood to be concrete because of their

close relationship to traditional causes of action. 31 Plaintiff
analogizes her claim to the tort of “intrusion upon seclusion,”

which falls under common-law invasion of privacy, 2 and

“has long been burrowed deep in American law.” 33 Under
the law discussed above, Plaintiff faces substantial hurdles.

Sl 14 at 425, 141 S.Ct. 2190 (citing Davis v. Fed.

Election Comm'n, 554 U.S. 724, 733, 128 S.Ct.
2759, 171 L.Ed.2d 737 (2008) (disclosure of
private information); Gadelhak v. AT&T Servs.,
Inc., 950 F.3d 458, 462 (7th Cir. 2020) (Barrett, J.)
(intrusion upon seclusion)).

52 Barclift v. Keystone Credit Servs., LLC, 93 F.4th

136, 145 (3d Cir. 2024) (citing Restatement
(Second) of Torts § 652A; Nabozny v. Optio Sols.
LLC, 84 F.4th 731, 735 (7th Cir. 2023)).

>3 Church v. Collection Bureau of Hudson Valley,

Inc.,No. 20-3172, — F.Supp.3d ——, ——, 2023
WL 8185669, at *4 (D.N.J. Nov. 27, 2023) (citing
William L. Prosser, Privacy, 48 Cal. L. Rev. 383,
389-90 (1960)).

[16] First, this case is brought under an Arizona statute that,
prior to the recent wave of similar putative class actions

brought in federal courts throughout the country, > has never

been invoked in a civil action of this nature.’> The Court
has not identified (and the parties do not cite) any relevant
guidance from the Arizona courts interpreting the provisions
of the Arizona Records Act in the context of a civil case for
damages or injunctive relief. Although the Arizona Records
Act is modeled on a federal statute—the Telephone Records
and Privacy Protection Act of 2006 (“TRPPA”)—the federal
counterpart is narrower in scope, plainly does not cover

Defendant's alleged conduct, and therefore is of limited help

for purposes of historical comparison here. 36

>4 Over the past seven months, at least eleven other

putative class actions have been filed under the
Arizona Telephone, Utility and Communication
Service Records Act alleging injuries similar to
those asserted here. See Mills v. Saks.com LLC,
No. 23-10638 (S.D.N.Y. Dec. 6, 2023); McGee v.
Nordstrom Inc., No. 23-1875 (W.D. Wash. Dec.
6, 2023); Carbajal v. Home Depot, No. 24-730
(D. Ariz. Apr. 2, 2024); Campos v. TJX Cos.,
Inc., No. 24-11067 (D. Mass. Apr. 22, 2024);
Dominguez v. Lowe's Cos. Inc., No. 24-1030 (D.
Ariz. May 5, 2024); Carbajal v. Gap Inc., No.
24-1056 (D. Ariz. May 7, 2024); Smith v. Target
Corp.,No. 24-1048 (D. Ariz. May 7, 2024); Knight
v. Patagonia Inc., No. 24-255 (D. Ariz. May 20,
2024); Torrez v. Signet Jewelers Ltd., No. 24-1332
(D. Ariz. June 4, 2024); Segovia v. Burlington Coat
Factory Warehouse Carp., No. 24-6730 (D.N.J.
June 6, 2024); Encinas v. Office Depot LLC, No.
24-1463 (D. Ariz. June 18, 2024).

3 See, e, State v. Zuck, No. 2 CA-CR 2019-0130,

2021 WL 2103598 (Ariz. Ct. App. May 25, 2021)
(applying law enforcement exemption only in
criminal context); State v. Duran, No. 2 CA-CR
2016-0318,2017 WL 6333916 (Ariz. Ct. App. Dec.
11,2017) (same).
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6 Compare TRPPA, 18 U.S.C. § 1039(a) (prohibiting

the obtaining of confidential phone records
information by “making false or fraudulent
statements or representations”), with Ariz. Rev.
Stat. Ann. § 44-1376.01 (broadly prohibiting
procurement of a communication service record
“without the authorization of the customer,”
separate and apart from procurement through
fraud); see also Compl. § 26 [Doc. No. 1]
(conceding that the federal TRPPA does not
prohibit the use of email trackers).

*5 Second, Plaintiff does not analogize her present claim to
appropriation of name or likeness, publicity given to private
life, or false light—other invasion of privacy torts which

involve the disclosure of private information. °7 That makes
sense, given that the allegations in the Complaint, as Plaintiff

concedes, “do not concern ... redisclosure” to third parties. 38
Plaintiff's concession limits the relevance of many cases she
cites, such as those brought under the federal Video Privacy
Protection Act (“VPPA”), which prohibits only the wrongful
disclosure of video tape rental and sale records by service

providers to others. 3% Nor can the instant allegations be
compared to other tracking-pixel cases involving third-party

disclosures. %"

ST See Kamal v. J. Crew Grp., Inc., 918 F.3d 102, 114

(3d Cir. 2019) (quoting In re Horizon, 846 F.3d at

638).

>8 PL.’s Sur-Reply Opp'n Mot. Dismiss at 3 [Doc. No.
14].

59

18 US.C. § 2710(b). To the extent that some
VPPA cases discuss, perhaps unnecessarily, the
tort of intrusion upon seclusion, they are further
distinguishable in that they involve website users’
private video viewing activity—a category of
information materially different from data relating
to promotional emails which subscribers opt in
to receive. See In re BPS Direct, — F.Supp.3d
n.174, 2023 WL 8458245, at *16 n.174
(distinguishing VPPA cases about video viewing

at

activity from claims relating to use of “session
replay” code to gather browsing activity on
retailers’ websites).

60 Cf. Smith v. Loyola Univ. Medical Ctr., No.

23-15828, 2024 WL 3338941, at *3—4 (N.D. IIL
July 9, 2024).

Third, while some statutes intended to protect individuals’
private information do not require a disclosure to a third party
(as is true of the Arizona Records Act here), the Supreme
Court and Third Circuit caution against finding a concrete
harm when there is no actual dissemination, even if that

information is protected by statute. In Kamal v. J. Crew

Group, Inc., 61

the Third Circuit reviewed allegations that
the defendant retailer had printed on its sales receipts the
first five and last four digits of a plaintiff consumer's credit
card number, in clear violation of the Fair and Accurate

Credit Transactions Act of 2003 (“FACTA”), which prohibits

printing more than the last five digits. 2" The court held
that the alleged injury was not concrete—i.e., that it did
not bear a sufficiently “close relationship” to unreasonable
publicity or other traditional privacy torts—because there
were no allegations that his information was ever disclosed to

a third party. 63 Likewise, in TransUnion, the Supreme Court
differentiated between class members whose misleading
credit files were disseminated to third parties and those class
members whose files were inaccurate but maintained only
internally by the credit reporting agency. %% The members
of the latter group, the Court held, could not have suffered

concrete harm if the inaccurate or misleading information

about them merely sat in the company's database. % Both
cases also considered and rejected arguments that the
potential risk of dissemination was sufficient to confer

standing. 66

6l 918 F3d 102.

62 15Us.C.§ 1681c(2).

63 Kamal, 918 F.3d at 114 (citing Spokeo, 578 U.S. at
341, 136 S.Ct. 1540).

64
594 U.S. at 432-34, 141 S.Ct. 2190.

65
Id. at 434, 141 S.Ct. 2190.

66

Kamal, 918 F.3d at 116 (noting that, as alleged, the
information included on the receipt was insufficient
to likely enable identity theft); TransUnion, 594
U.S. at 435-37, 141 S.Ct. 2190 (differentiating
availability of standing based on “risk of future
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harm” in suits for injunctive relief versus suits for
damages).

C. Analogous Harms Specific to Intrusion on
Seclusion
The Restatement (Second) of Torts provides that “[o]ne who
intentionally intrudes ... upon the solitude or seclusion of
another or his private affairs or concerns, is subject to liability

to the other for invasion of his privacy, if the intrusion would

be highly offensive to a reasonable person.” 7 Of the cases
in this Circuit and elsewhere which rely predominantly on
intrusion on seclusion as a point of comparison, none have
force with respect to the allegations here.

67 Restatement (Second) of Torts § 652B.

*6 [17] The Third Circuit's decision in Susinno v. Work Out

World Inc. °® is instructive. In Susinno, the court considered
(before TransUnion) a claim under the Telephone Consumer

Protection Act®’ (“TCPA”) based on a single, unsolicited
call from a fitness company resulting in a prerecorded, one-

minute promotional offer left on a consumer's voicemail. 70
The court acknowledged that a single call would likely
not be “highly offensive to a reasonable person,” and

therefore not actionable at common law. ' Nevertheless,
the court concluded that a concrete injury had been alleged
because Congress, by enacting the TCPA, elevated a

113

harm “ ‘previously inadequate in law,” [that] was of the

same character of previously existing ‘legally cognizable

injuries.” ”’ 72 Critically, however, the robocall in Susinno
was unsolicited. The relationship in that case—between
an unwelcome advertiser and a consumer who wanted to
be left alone—is materially distinguishable from Plaintiff's
relationship with Defendant here, as she not only opted in
to receiving emails from Defendant by joining its subscriber
list, but continued to consume its promotional materials by
regularly opening them.

68 862 F.3d 346 (3d Cir. 2017).
9 4UscC §227.

70 Susinno, 862 F.3d at 348,

T 4 at351-52.

7

Id. at 352 (quoting Spokeo, 578 U.S. at 341, 136
S.Ct. 1540).

This is not to suggest that consumers, by signing up to join an
email subscriber list, thereby grant permission for retailers to
surreptitiously gather everything under the sun. If a subscriber
were to allege that spy pixels were used, for example, to
trawl through the contents of unrelated personal messages,
or to gain access to the camera of the subscriber's device,
such invasions of privacy likely would be held comparable to
common-law intrusion on seclusion and therefore constitute
concrete harms, regardless of whether those messages or
video recordings were disseminated elsewhere. The same
might be true of other highly sensitive categories of personal
information not before this Court—e.g., the collection of

a subscriber's complete credit card information, 3 medical

history, 74 or social security number. > The analysis, then,
must center on each of the specific categories of data alleged
to have been gathered here.

& See Kamal, 918 F.3d at 116 (“Our analysis would

be different if, for example, Kamal had alleged that
the receipt included all sixteen digits of his credit
card number ....”).

T4 See Smith, 2024 WL 3338941, at *4.

7> But see Freeman v. Early Warning Servs., LLC, 443

E. Supp. 3d 581, 585 (E.D. Pa. 2020) (“Plaintiff
has not alleged that anyone other than himself had
access to his unredacted social security number
printed on his credit report. Therefore, the violation
alleged is technical.”).

[18]
collected through spy pixels does not give rise to a

[19] Some of the information Defendant allegedly

concrete injury because Plaintiff voluntarily disclosed it. As
a willing subscriber, Plaintiff could not have been harmed
by Defendant's procurement of her name or associated email
addresses—details she necessarily provided to Defendant
when she signed up for its promotional emails. Other types
of information allegedly procured are not of the kind in

which a party has a reasonable expectation of privacy. 76
Plaintiff fails to sufficiently allege how she was harmed by
Defendant gleaning the type of device, operating system, or
email viewing platform she used to read Defendant's emails,
and in any event, such details are not comparable to those
traditionally contemplated as giving rise to a reasonable
privacy interest.

76 See Massie v. Gen. Motors LLC, No. 21-787,

2022 WL 534468, at *5 (D. Del. Feb. 17,
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2022) (“ ‘Eavesdropping’ on communications that
do not involve personal information, personally
identifiable information, or information over which
a party has a reasonable expectation of privacy does
not amount to a concrete injury.”).

[20] Individualized data about whether, when, where, and
for how long Plaintiff read Defendant's emails presents a
closer question. Although the Court has not identified cases
specifically addressing these categories of data, decisions in
this Circuit regarding users’ browsing activity are helpful.
In one recent decision in this District, /n re BPS Direct
LLC, the court held that the general practice of gathering
digital information about consumers cannot be compared
wholesale to the historical protection against intrusions on
privacy without an inquiry into what those intrusions actually

yield. 77 The district court carefully analyzed each type
of information collected using “session replay” code built
into the defendant retailers” websites. Reviewing allegations
that defendants gathered data about website users’ mouse
clicks and movements, scroll movements, keystrokes, copy
and paste actions, and search terms, as well as pages

78

and content viewed by the users, '° the court concluded

that the plaintiffs had failed to allege the interception of

“private communications or personal information.” " The
court also held that the defendant retailers’ alleged collection
of substantive information inputted by the users was not
sufficiently described in the pleadings, and that allegations
concerning what session replay code can or may capture were

similarly insufficient. 80

77 FSupp.3d at ——, 2023 WL 8458245, at *8
(citing Cook v. GameStop, Inc., 689 F. Supp. 3d 58,
63—65 (W.D. Pa. 2023); Massie, 2022 WL 534468,
at *3, ¥5).

78 ld. at , 2023 WL 8458245, at *11.

7 ld. at , 2023 WL 8458245, at *12.

80

Id. (“We need to know what session replay code
actually captured, not what session replay code is
capable of capturing.”).

*7 As a matter of law, the Court concludes that digital
records reflecting merely the dates and times at which
Plaintiff opened promotional emails she signed up to receive,
and the length of time she spent reading them, are not
sufficiently personal to support a concrete injury. Like a
users’ keystrokes and mouse clicks upon voluntarily visiting

a retailers’ website, these details are entitled to less privacy
protection by virtue of Plaintiff's decision to opt into receiving

and reading the emails. 81

81 See Cook, 689 F. Supp. 3d at 66 (comparing online

browsing activity to entering a brick-and-mortar
store).

[21] Plaintiff's allegations that the spy pixels are designed to
extract IP addresses and location data give the Court more
pause, but as discussed in /n re BPS, allegations of what
a technology is merely capable of collecting do not equate
to sufficient allegations of what that technology actually

collected. % Moreover, although the Complaint alleges that
Defendant did in fact use its tracking systems to learn “the
time and place of where [Plaintiff's] email was opened,”

it does not specify the granularity of that location data. 83
Indeed, elsewhere in the Complaint, Plaintiff suggests that
Inbox Monster's spy tracking pixel allows Defendant to view
only the country of an email recipient—an insufficient level

of specificity to implicate privacy concerns. 84

8 FsSupp3d at ——, 2023 WL 8458245, at
*12; see Compl. § 49 [Doc. No. 1] (alleging
that spy pixels are “designed to extract” certain
information, including IP addresses).

8 Compl. § 37 [Doc. No. 1] (emphasis added).

84

1d. 9§ 35.

Accordingly, the Court holds that Plaintiff has failed to
allege facts supporting an injury in fact sufficient to confer
standing under Article I1I. Because standing is a jurisdictional

matter, 8 it is unnecessary for this Court to decide whether
Plaintiff has adequately pleaded a violation of the Arizona
Records Act.

85 Ballentine, 486 F.3d at 810.

IV. CONCLUSION
For the reasons stated above, Defendant's motion to dismiss
will be granted for lack of jurisdiction. The Court will grant
Plaintiff the opportunity to file an amended complaint. An
order will be entered.
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